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Abstract

LiDAR-based 3D vehicle detection is a fundamental perception
task of autonomous driving systems. However, recent studies show
that physical or physically plausible adversarial examples can se-
verely degrade the vehicle detection performance and then affect
downstream tasks such as motion planning. However, the existing
defense methods do not achieve satisfactory trade-offs between
computational efficiency and defense effectiveness. In this paper, we
identify two attack-indicative priors in the depth of the perturbed
point cloud area and propose a two-stage informed purification
algorithm to remove adversarial points while keeping essential
benign points for vehicle detection. With low computational over-
head, this new input purification achieves defense performance
comparable to the state-of-the-art neural network-based methods
while remaining highly efficient.
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1 Introduction

LiDAR-based 3D object detection is a fundamental perception task
for autonomous driving [1, 2]. It recognizes surrounding objects
and traffic participants and provides inputs for planning and control.
Among various on-road objects, the nearby vehicles form a criti-
cal class of objects because the interactions with them are tightly
coupled with the ego vehicle’s routine driving behaviors, such as
car-following, braking, lane changing, and merging.

Despite its good performance in benign settings, LIDAR-based
vehicle detection is vulnerable in adversarial environments. Recent
work has shown that LIDAR detectors can be misled by adversarial
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attacks that modify the observed point cloud [6, 12, 13, 18, 21, 24].
This poses a substantial security risk for autonomous driving sys-
tems. Among various attack goals, vehicle hiding [3, 5, 9, 10, 14—
17, 20, 26—28] is concerning because it is the most widely studied
and practical goal in real-world settings. The vehicle hiding attacks
place adversarial objects [3, 17, 26, 28] or inject points with a laser
transmitter [10] around a target vehicle. As a result, a victim vehicle
may fail to recognize the target vehicle in front, leading to missed
reactions and therefore collisions.

To counteract adversarial examples, various defense mechanisms
have been proposed and some of them are specifically devised for
LiDAR-based object detection. Model enhancement methods, such
as adversarial training [8], improve robustness by augmenting train-
ing data, but often degrade clean detection performance. Recent
work employs ensemble-based defenses [19], where ensemble and
dynamic parameter generation techniques are combined to enhance
robustness. Although such methods can achieve strong robustness,
their compute cost is proportional to the number of ensemble mem-
bers. Purification methods aim to remove adversarial points before
object detection and have shown effectiveness against object hiding
attacks. However, recent purification methods typically rely on
complex neural networks, such as reinforcement learning policies,
reconstruction networks, or diffusion models [4, 22, 23], which re-
sult in substantial compute overhead. A notable exception among
these purification methods is Simple Random Sampling (SRS) [25], a
purification defense that can operate entirely on the central process-
ing unit (CPU). However, as SRS removes adversarial and benign
points indiscriminately, it is subjected to a tussle between retaining
clean accuracy and pursuing defense performance. This limitation
highlights the need for a lightweight, targeted purification mecha-
nism that can distinguish adversarial points and benign points.

In this paper, we propose a fast purification method called Depth
Priors-Informed Purification (DPP) against vehicle hiding attacks.
DPP is built on two geometric metrics of LIDAR returns, namely,
depth gradient and scanline consistency, that can be computed readily
and exhibit different value ranges for adversarial and benign points.
After projecting suspicious point clouds onto a depth map, DPP
performs targeted removal of the adversarial points through a two-
stage filtering process based on the two metrics. Evaluation shows
that DPP achieves effectiveness comparable to the state-of-the-
art ensemble-based defense [19], while requiring 1/10 compute
time, making it well-suited for deployment on resource-constrained
autonomous platforms. Besides, DPP improves the vehicle detection
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Figure 1: Three attacks and DPP’s output range images

accuracy in the presence of attack by up to 80%, compared with the
lightweight defense baseline SRS.

Paper organization: §2 presents key observations and opportu-
nities of DPP. §3 and §4 present the design and evaluation results,
respectively. §5 concludes this paper and outlines future directions.

2 Observations and Opportunities

To design an effective and efficient defense against vehicle hiding
attacks, we analyze the geometric characteristics of adversarial
points in LiDAR range images and identify two key observations.
These observations reveal exploitable differences between adver-
sarial points and genuine vehicle structures, which motivate our
purification design.

Observation 1: Adversarial points tend to exhibit signif-
icantly weaker local depth gradient than genuine vehicle
surfaces in the range image. A LiDAR point is considered valid if
its corresponding laser ray returns a non-zero depth value. Due to
the complex 3D geometry and large size of real vehicles, adjacent
valid pixels on visible surfaces or object boundaries often exhibit
noticeable depth gradient after projection onto the range image.
These pixels usually preserve the structural outline of the vehicle
and retain sufficient geometric information for 3D detection. Ad-
versarial points, in contrast, have small or near-zero depth gradient.
In this paper, we consider two representative object hiding attacks,
as illustrated in the first two columns of Figure 1. The Object-Board
Hiding (OBH) attack [28] introduces planar cardboard surfaces;
the Object-Mesh Hiding (OMH) attack [17] produces mesh-like
structures composed of locally smooth facets. These two attacks
lead to small depth variation within local neighborhoods.

Opportunity 1: A filter may enable the separation of ad-
versarial points from genuine vehicle structures in mixed
point clouds with depth gradient information. Based on Ob-
servation 1, we first apply a filtering step (referred to as first-stage
filtering) that retains only valid points with sufficiently large depth
differences from adjacent valid pixels. This strategy removes adver-
sarial points that form locally smooth structures while preserving
structurally informative vehicle points. To quantitatively evalu-
ate this effect, we use the retained ratio, defined as the fraction of
points preserved after filtering. In Table 1, we report both the re-
tained ratio of clean points, which include vehicle and surrounding
non-adversarial points within the region of interest (ROI), and ad-
versarial points after the first-stage filtering (F1). The filtering effect
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Table 1: Retained points ratio after filtering stages (F1: Based
on Depth Variation, F2: Based on Scanline Consistency).

Attack Filtering CleanT Attack |

OBH F1 0.373 0.044
OBH F1+F2 0.288 0.044
OMH F1 0.373 0.213
OMH F1+F2 0.288 0.070
LH F1 0.373 0.224
LH F1+F2 0.288 0.013

is evident for OBH, since points inside each cardboard plane usu-
ally have small local depth variation. OMH shows a similar trend,
although residual points on mesh regions that produce relatively
large local depth variation. Quantitatively, as shown in Table 1, the
first-stage filtering (F1) reduces the retained adversarial points to
only 4.4% for OBH and around 21% for OMH.

However, the depth gradient-based criterion is less effective for
the third attack called Laser Hiding (LH) [10], where injected points
can be independently controlled in position and depth. As a result,
a non-negligible portion of adversarial points (22.4%) survives after
F1, motivating an additional filtering mechanism.

Observation 2: Adversarial points often violate the local
scanline consistency observed on real object surfaces in the
range image. Along each LiDAR scanline, valid points from com-
mon objects typically exhibit locally consistent depth patterns,
where depth values change smoothly in a fixed direction or remain
nearly constant within a short segment. We refer to this property
as scanline consistency. In contrast, adversarial points, especially
those generated independently, often introduce irregular depth
fluctuations and break this consistency. This effect is particularly
pronounced in LH, where injected laser points can be independently
controlled in both position and depth, and also appears in OMH,
where sharp transitions between mesh facets create inconsistent
depth patterns.

Opportunity 2: Scanline consistency can serve for remov-
ing independent injected adversarial points. Based on Observa-
tion 2, we introduce a second filtering stage that further refines the
retained points by checking whether each scanline contains a suffi-
ciently continuous monotonic or near-constant depth trend. Again,
we use the retained ratio to evaluate this effect, as defined previ-
ously. As shown in Table 1, applying both filtering stages (F1+F2)
significantly reduces the retained adversarial points compared to F1
alone. In particular, the retained ratio for OMH drops from around
21% to 7%, and for LH from 22.4% to only 1.3%, demonstrating that
scanline consistency effectively removes adversarial points that
evade depth gradient-based filtering.

Although F2 further reduces the number of retained clean points,
the preserved points remain aligned with detection-critical struc-
tures. To verify this, we conduct an evaluation experiment on 400
clean frames and find that more than 95% of vehicles remain de-
tectable after applying both filtering stages.

We further quantify point importance using a gradient-based
saliency score. For each input point, we compute the logarithm of
the gradient magnitude of the detection loss. This score measures
how strongly the predicted bounding box depends on that point.
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Table 2: Average saliency score.

Original points  After SRS  After DPP
0.34 0.34 0.43

Table 2 reports the average per-point saliency score for three point
sets: original points, points retained by DPP, and points retained
by SRS. For a fair comparison, SRS is adjusted to use the same drop
ratio as DPP for each sample. DPP retains points with an average
contribution score that is 24% higher than that of randomly selected
SRS points. This allows us to directly assess whether DPP preserves
more influential points rather than simply retaining random points.

The two physically grounded filtering criteria form the com-
plete DPP pipeline, whose detailed algorithm is presented in §3.
As shown in Figure 1, this two-stage filtering process largely pre-
serves structurally informative vehicle points while removing most
adversarially inserted points.

3 Design of DPP

DPP is designed based on the observations in §2, i.e., the adver-
sarial points differ from genuine vehicle surfaces in both local
depth variation and scanline structure. Guided by these insights,
the core of DPP is a Depth Priors-informed Filtering module that
selectively preserves structurally informative vehicle points while
removing adversarial points. To integrate this filtering mechanism
into a practical 3D detection pipeline, we further introduce two
auxiliary components: Attack ROI Localization to restrict filtering
to suspicious regions and reduce unnecessary modification; and
Back-projection Replacement to reconstruct the filtered point cloud.

3.1 Depth Priors-informed Filtering

This module is the core of DPP and is directly motivated by the
observations and opportunities described in §2. It consists of two
complementary steps.

Algorithm 1 Depth gradient-based filtering

Require: Range image R, threshold z,ps
Ensure: Candidate mask E

1: E—0

2: for each valid pixel (i, j) with R(i, j) > 0 do
3: g0

4 for each valid 4-neighbor (i’, j*) of (i, j) do
5 d — [R(i, j) = R(7", )|

6 g < max(g,d)

7: end for

8 if g > 7,5 then

9 E(i,j) « 1

10: end if

11: end for

12: return E

3.1.1 Depth gradient-based filtering. Motivated by Observation 1
and Opportunity 1, we use depth gradient to distinguish structurally
informative vehicle points from adversarial ones. Given a suspicious
region that is identified by the approach to be described in §3.2, we
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project its point cloud onto a range image R € RF*W . Each valid
pixel stores the depth of its nearest LIDAR return, and empty pixels
are set to zero. Then, we compute the depth gradient for each valid
pixel by comparing it with its four neighboring pixels. This stage
of filtering retains pixels whose maximum depth difference with
neighbors exceeds a threshold 7,ps. The procedure is summarized
in Algorithm 1. In our experiments, zps is set to 0.2 m.

3.1.2  Scanline consistency-based filtering. While the previous fil-
tering step removes most object-based adversarial points, it may
still retain sparse or isolated points injected by laser-based attacks.
Motivated by Observation 2, we further enforce scanline-level struc-
tural consistency. For each row in the range image, we examine
the sequence of valid depth values. A row is preserved only if it
contains a sufficiently long segment (length > L) that is mono-
tonic or approximately constant (within tolerance €). Otherwise,
the entire row in the candidate mask is discarded. This step effec-
tively removes isolated injected points while preserving coherent
object structures. The procedure is described in Algorithm 2. In our
implementation, L = 10 and € = 0.05 m.

Algorithm 2 Scanline consistency-based filtering

Require: Range image R, candidate mask E
Require: minimum length L, tolerance e
Ensure: Final mask E
1: E «—0
2: for each row i do
3: Extract valid depths {ry,...,r,} from row i of R
4 if there exists a run of at least L pixels that is monotonic
or satisfies |ry — rp_1| < € then
5: E(i,?) « E(i,?)
6: end if
7: end for
8 return E

3.2 Attack ROI Localization

To avoid unnecessary modification of the entire scene and reduce
potential performance degradation on benign regions, we restrict
the filtering process to suspicious areas, referred to as region of
interest (ROI). Following [23], we apply the DBSCAN clustering
algorithm on the input point cloud and obtain a set of clusters
before the filter. Then, we compare these clusters with the predicted
bounding boxes from the current detector. Clusters that do not
match any detection are regarded as suspicious and defined as
attack ROIs. DPP is applied only within these ROIs.

3.3 Back-projection Replacement

After filtering, we obtain purified pixels in the range image. These
pixels are back-projected to 3D LiDAR coordinates to recover the
corresponding points. Then, we replace the original points within
each suspicious ROI with the filtered points to construct a new
point cloud frame. This updated frame is finally fed into the 3D
object detector to produce the detection results.
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4 Evaluation
4.1 Evaluation Setup

We evaluate DPP in both trace-driven simulations and real-world
experiments. This section describes the object detector, attacks,
baseline defense approaches, dataset, and evaluation metrics.

Object detection model: We adopt PointPillars [11] as the base
3D object detector. The confidence threshold for the vehicle class
is set to 0.3, which is a common setting.

Attacks: We evaluate the three attacks introduced in §2, i.e.,
OBH [28], OMH [17], and LH [10] attacks, which capture the main
attack strategies considered in literature.

Baselines: We compare DPP with two representative defense
methods. SRS [25] performs random point dropping, where we set
the drop rate to 50%. Hyper3Def [19] adopts an ensemble strategy,
and we use an ensemble size of 4 as suggested in the original work.

Dataset. We conduct evaluation on the KITTI 3D object detec-
tion dataset [7]. We randomly select 400 frames containing vehicles
approaching from the opposite direction, which serve as target
vehicles for mounting attacks. We add adversarial points planned
by the three attacks to the clean point cloud frames.

Evaluation metrics: We evaluate attack and defense perfor-
mance based on the bird’s-eye-view IoU (IoUggy). A hiding attack
is considered successful if no detected bounding box attains an
IoUggy value greater than a predefined threshold 5, with respect
to the ground-truth bounding box of the target vehicle. We set 7 to
0.1, by following the common setting in 3D object detection perfor-
mance evaluation. We further define defense success rate (DSR) as
the ratio of the number of frames in which a previously successful
attack becomes unsuccessful after defense to the total number of
frames in which the attack succeeds before defense.

4.2 Trace-driven Simulations

As shown in Table 3, DPP consistently achieves strong defense
performance across the three attacks, with DSR over 88%. Com-
pared with lightweight defense SRS, DPP achieves more than 51.2%
DSR across all the attacks. Compared with Hyper3Def, DPP is
more effective in counteracting laser-based attack LH, which can
be attributed to the scanline consistency filtering that explicitly
suppresses irregular injected points. In counteracting object-based
attacks (i.e., OBH and OMH), DPP achieves competitive but slightly
lower performance than Hyper3Def. This is because DPP focuses
on preserving geometrically informative points, and some adver-
sarial points that partially satisfy geometric constraints may still be
retained. While not always the best in terms of performance, DPP
has significantly shorter latency, as presented in §4.4 shortly.

4.3 Real-World Experiments

In the real-world experiments, a SUV shown in Figure 2 serves as
the victim vehicle and another crossover SUV shown in Figure 3(a)
as the target vehicle. We compute the placement positions of the
cardboards generated by the OBH attack and place them around the
target vehicle, as shown in Figure 3. An OS1-128 LiDAR is mounted
on the victim vehicle, which moves toward the target vehicle.

We select 10 frames in which the attack successfully hides the
target vehicle to evaluate the defense performance of DPP. The re-
sults show that DPP achieves a DSR of 80% in this scene. Figure 3(c)

Yihan Xu, Zimo Ma, Qun Song, Jianping Wang, and Rui Tan

Table 3: DSR (%) comparison on KITTL

Attack DPP SRS Hyper3Def
OBH 89.65 2.15 99.65
OMH 88.28 29.72 89.70

LH 94.55 43.35 72.06

(a) Attack setup

(b) Attack points (c) DPP output

Figure 3: DPP defense against Object-Board Hiding attack.

shows an output of DPP. The defense failures are caused by the
long distances between the victim vehicle and the target vehicle so
that the remained vehicle points are not enough to form a complete
structure. For comparison, SRS and Hyper3Def achieve DSRs of 0%
and 90%, respectively. We also conduct a simulation of OMH on
the collected clean frames by our LiDAR. Results show that DPP
achieves a DSR of 100% against OMH.

4.4 Compute Time

We measure the per-frame compute time on a workstation equipped
with an AMD Ryzen 9950X CPU and an NVIDIA RTX 4090 GPU,
as well as on an NVIDIA Jetson Orin AGX 32GB embedded plat-
form with an 8-core ARM Cortex-A78AE CPU. SRS and DPP are
implemented using only the CPU, whereas RL-remove [22] and
Hyper3Def [19] rely on both CPU and GPU. The reported runtime
includes only the stages after ROI localization, since ROI localiza-
tion is shared by all methods.

As shown in Table 4, DPP requires only about 10 ms per frame on
the Orin CPU, compared with 167 ms for Hyper3Def and 7623 ms
for RL-remove on the same platform. This large gap highlights the
practicality of our method for embedded deployment. For Surface-
remove [23], whose code is not yet publicly available, we estimate
its runtime by scaling with the relative GPU computational capabil-
ity. The estimated runtime of Surface-remove on the workstation
is approximately 50 ms, while our method requires only 2 ms. DPP
achieves a much more favorable balance between defense effective-
ness and computational cost than existing methods.



Depth Priors-informed Purification Defense for Car-Borne LiDAR Vehicle Detection

Table 4: Per-frame defense runtime (ms).

Method Workstation  Orin

SRS (CPU only) 0.56 1.18
RL-remove (CPU+GPU) 2523.12 7623.13
Hyper3Def (CPU+GPU) 20.43 167.95

DPP (CPU only) 2.23 10.23

In general, DPP can achieve strong defense performance across
multiple vehicle hiding attacks with short compute times, which
makes it suitable for real-world mobile deployments.

5 Conclusion and Future Work

In this paper, we present DPP, a lightweight and model-agnostic
data purification module for improving the robustness of LIiDAR-
based object detection systems against adversarial example attacks
targeting vehicle objects. DPP uses two complementary geometric
cues, depth gradient and scanline consistency, to effectively distin-
guish adversarial points from genuine vehicle surfaces in the range
image. Its low computational overhead and plug-and-play design
make it suitable for resource-constrained deployment scenarios.
Several directions remain open for further exploration. (1) Fu-
ture work can further improve robustness against adaptive attacks,
where the adversary has access to the design and thresholds of
DPP. In such scenarios, attackers may construct structured objects
and carefully control their spatial layout allowing some adversarial
points to bypass filtering. (2) It is important to handle long-range
sparse observations. Although DPP preserves the most informative
vehicle points, LIDAR measurements naturally become sparse at
longer distances, which may affect detection reliability after filter-
ing. Incorporating point completion techniques for distant objects
could help alleviate this issue. However, such methods need to be
carefully designed to avoid reintroducing adversarial points.
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