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Face authentication (FA) schemes are widely adopted in smart homes nowadays. However, existing FA systems for smart appliances
are commonly camera-based and hence experience performance degradation in poor illumination conditions. Mainstream FA systems
based on radio frequency require dedicated hardware that is inaccessible to many appliances. In this paper, we propose an acoustic
signals-based FA scheme that extracts acoustic signal features associated with facial 3D geometries to achieve FA named SoundFace.
This scheme can be widely deployed on most appliances in home environments. We propose a novel two-stage locating approach based
on acoustic sensing to capture the signal variation of the user’s face and separate the face region echoes from multipath interferences
in the distance dimension. To obtain distinguishable facial features, we design a Convolutional Neural Network (CNN)-based feature
extractor. In addition, the acoustic signal is highly susceptible to different changes in practical authentication. To overcome it, we
utilize a transfer learning technique with little training overhead to enable SoundFace resilient to various authentication changes.
Extensive evaluations demonstrate that SoundFace achieves an average true authentication rate of over 96.2% and an equal error rate
of 4.2%, and it is robust to various real-world settings.

CCS Concepts: • Human-centered computing → Ubiquitous and mobile computing systems and tools.

Additional Key Words and Phrases: Acoustic Sensing, Face Authentication, Smart Home

1 INTRODUCTION

With the development of the Internet of Things (IoT), smart homes have widely spread in consumers’ daily lives.
According to the latest report [30], the smart household penetration rate worldwide has achieved 16.4% in 2023, and is
expected to hit 33.2% by 2028. Within a smart home ecosystem, smart household appliances are experiencing a surge
in demand due to their integration with various features that significantly enhance convenience, energy efficiency,
and overall functionality. Nowadays, many smart household appliances store sensitive information, such as personal
interests, hygiene habits, and health status, to facilitate customized services for the residents. However, the potential
leakage of such information poses a risk of unauthorized access to personal data and lifestyles. Therefore, ensuring
secure user authentication for smart home appliances is important.

In recent years, user authentication (UA) technology has been extensively applied in the smart home, including
traditional knowledge-based methods (e.g., passwords, patterns [32]), and biometric-based approaches (e.g., finger-
print [22], face [29], voice [9] and gait [24]). These UA systems employ diverse sensing modalities, including vision,
mmWave, and acoustic, to capture biometrics. Notably, acoustic-based UA systems have garnered increasing interest
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Fig. 1. An application scenario for SoundFace. In a home, the user can access various personalized services of the smart mirror after
face authentication with the speaker and a pair of microphones built inside the mirror.1

due to their capability to operate without dedicated devices, while preserving most of the advantages associated with
Radio Frequency (RF) based UA systems [39–41]. These advantages include insensitivity to lighting conditions [8]
and sensitivity to materials encountered during signal propagation [34], which make the system resilient to complex
lighting conditions and potential spoofing attacks, respectively. Moreover, with the development in voice recognition,
acoustic components (i.e., speakers and microphones) are widely available in smart homes, such as smart speakers [2],
smart TVs [28], and thermostats [1]. As a result, various acoustic-based UA approaches are emerging by extracting
biometric features from the ear canal [7, 31, 37], dental occlusion [36, 38], face structure [4, 15, 16, 46].

However, it is worth noting that existing acoustic UA systems have not addressed a common application scenario.
Since most smart home appliances/devices equipped with speakers andmicrophones are usually stationary, the challenge
lies in enabling these appliances to reap the benefits of an acoustic UA system or leveraging acoustic technology to
enhance multi-modal UA. To this end, in this paper, we propose SoundFace, an acoustic signals-based face authentication
(FA) scheme that can be easily implemented on most smart home appliances.

Specifically, SoundFace uses a speaker to transmit acoustic signals towards the user’s face and a pair of microphones
to collect the acoustic signals reflected from the human face. SoundFace performs UA by extracting the features that
depict the personalized differences in 3D facial geometry. Fig. 1 shows a promising application scenario for SoundFace.
When a person approaches the mirror and looks up directly at it, the smart mirror authenticates the person’s face
by using acoustic signals, and then instructs the mirror to list personalized services such as message display, music
playback, fitness and health monitoring, and augmented reality-based makeup.

However, it is not trivial to design SoundFace and several challenges need to be tackled: (1) Combat multipath

interferences. When we apply acoustic signals for face authentication, apart from the reflection signals from the target
face, there are other signals as interferences, including stronger signals reflected from surrounding objects and the
most potent direct path signal traveling from the speaker to the microphone. Thus, it is important to separate the
face-reflection signals from other interfering reflections to preserve the 3D feature information of the user’s face.
(2) Distinguishable facial feature extraction. Face-reflection acoustic signals are very weak due to the absorption and
reflection by the skin, which makes it extremely difficult to find a representative feature to depict the differences in
individuals’ faces for authentication. As a result, it is critical to extract effective face features from the echo signal for

1The left image is generated from the original image [23] animated by AIGC.
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downstream authentication tasks. (3) Robust authentication. In real-life application scenarios, due to the sensitivity
of acoustic signals, changes in authentication environments, newly emerging individuals, authentication distance
variation caused by users’ unconscious position movements, and ambient noises may lead to undesirable degradation
of authentication accuracy and robustness. Consequently, the system cannot achieve consistent robust authentication
performance when came to these practical factors.

To address the first challenge, we propose a two-stage locating approach. In the first stage, we utilize the pilot
signal variations contributed by the user’s head-up at the beginning to conduct multi-granularity acoustic sensing for
major face localization. In the second stage, given the major face localization result, we utilize cross-correlation on the
pulse chirps to estimate face distances with higher accuracy, then further segment the face region echoes from other
interferences.

For the second challenge, we explore a feature that can be used for distinguishing different users’ faces. The segmented
face echoes are composed of reflected signals from various face surfaces, resulting in unique combinations of echoes
based on each individual’s facial structure. We first apply a Short-Time Fourier Transform (STFT) to describe the weak
segmented signals both in terms of the raw acoustic signal and the converted mixed signal after chirp mixing. We then
utilize a Convolutional Neural Network (CNN)-based feature extractor to capture the high-level spatial characteristics
of human faces and then classify them.

Regarding the various changes in authentication, such as the changes in the authentication environment, we adopt a
transfer learning technique to fine-tune the trained feature extractor and the support vector machine (SVM) model
when dealing with different authentication environments. To cope with the distance changes, we first estimate the
user’s distance from the mirror using the two-stage locating approach, then fine-tune the pre-trained models using a
small amount of data, typically 3 s data per person, collected at this distance. When there are new individuals in the
application scenario, if they are legitimate new users, we retrain the SVM model using their data with a low training
overhead. Conversely, if they are not recognized as legitimate users, the trained One-Class Support Vector Machine
(OC-SVM) model is used for authentication directly.

SoundFace is implemented on a research-purpose hardware platform Bela with a Commercial off-the-shelf (COTS)
speaker and Micro-Electro-Mechanical Systems (MEMS) microphones. We conduct extensive experiments to evaluate
SoundFace’s performance. The results show that SoundFace can achieve over 96.2% true accept rate and around 4.2%
equal error rate. Our contributions can be summarized as follows:

• We develop SoundFace, a novel acoustic-based FA system, that can be easily implemented on most appliances in
home environments with low hardware overhead. It extracts the 3D facial geometry features of users’ faces from
acoustic signals to achieve FA.

• We propose a two-stage acoustic sensing pipeline with fine-grained face localization to capture face region echoes
from severe multipath interferences. Besides, we apply data augmentation for the face echoes and transfer learning
for the feature extractor model to enhance the robustness of the system.

• We build a prototype of SoundFace with COTS acoustic devices on a research platform. Extensive performance
evaluations demonstrate the ability of SoundFace for robust FA authentication.

The remainder of this paper is organized as follows. §2 reviews the related work. §3 introduces the design details of
SoundFace. Then, §4 presents the evaluation results in different scenarios and §5 discusses some related issues. Finally,
§6 concludes the paper.
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Fig. 2. System overview ofSoundFace.

2 RELATED WORK

User Authentication for Smart Homes. Personal Identi�cation Number (PIN) or a graphical password [32] is the

earliest and still most widely used authentication methods for smart homes, but they are easily leaked to other people.

With the development of smart household appliances, biometric-based authentication methods have been proposed,

including �ngerprint authentication [22] for smart doors, face recognition [29] for smart refrigerators, and voiceprint

authentication [9] for smart speakers, etc. However, these methods are all vulnerable to replay attacks, which are easy to

implement and require neither sophisticated equipment nor speci�c expertise. To mitigate the vulnerabilities associated

with the existing authentication methods, recent works realize user authentication based on human movements for

smart homes. FingerPass [17] and ThumbUp [44] leverage the channel state information (CSI) of WiFi signals and

the signal collected from the Inertial Measurement Unit (IMU), respectively, to authenticate users through speci�c

�nger gestures. TouchAuth [43] performs authentication by having the user wearing a customized wristband touch an

analog-to-digital (ADC) pin of the IoT device. P2Auth [20] builds a secure and intuitive authentication method that

authenticates device users by comparing the simple operations sensed by devices and those captured by the user's

wristband. These works require users either to wear pre-deployed skin-contact devices or perform a series of actions

for user authentication, both of which are intrusive and lead to poor user experiences.

Facial Authentication. The most widely deployed face authentication (FA) systems in home environments rely on

RGB cameras to collect facial information [11, 42], such as for verifying identities on smart TVs, smart locks, and smart

appliances equipped with touchscreens. They are of high accuracy and decent robustness, but have several practical

limitations. First, they are susceptible to lighting variations. 2D cameras that are not equipped with infrared lights

for night vision may fail in poor light conditions [8]. Second, it is always worrying that using cameras has the risk

of privacy information leakage. Third, such vision-based FA systems make it easy for spoo�ng attacks like photos

or videos [6]. To overcome these limitations, wireless-based FA systems are designed to capture facial characteristics

and achieve authentication. RFace [40] builds an anti-spoo�ng face authentication system based on passive RFID

arrays to counteract 2D and 3D attacks. The mmFace [41] utilizes the mmWave signals to capture both the facial

biometric features and structure features, facilitating the registration by only three photos for registration. However,

the implementations of both FA systems require dedicated RFID array and costly mmWave radar, which hinders the

wide deployment of these works in practical home scenarios. Compared with the RFID and mmWave signals-based

FA systems, acoustic components have been widespread in smart home appliances. EchoPrint [46] combines acoustic

signals with vision images to verify the user's face on a commodity smartphone. Such an acoustic-based FA system

o�ers protection against 2D spoo�ng attacks. However, it has the strict requirement for face alignment given by the

camera, which makes it still su�er from limitations such as poor lighting. In contrast, SoundFace aims to develop a

user-friendly, robust and reliable FA scheme based only on acoustic signals.
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(a) Pulse chirps for authentication. (b) FMCW chirps for localization.

Fig. 3. The chirp signal representations for the acoustic signal.

3 SOUNDFACE DESIGN

Fig. 2 presents an overview of SoundFace, which consists of two primary phases: the registration phase and the

authentication phase. Users can register and authenticate by simply lifting their heads and posing their faces in front of

the acoustic devices for a few seconds. In the registration phase, the speaker actively emits designed composite chirp

signals to the user's face, and the microphones receive re�ected echoes. SoundFace �rst utilizes a two-stage locating

approach to separate the face region echoes from multipath interferences. Then, SoundFace pre-trains a CNN-based

acoustic feature extractor to obtain the facial features of di�erent users. Finally, the extracted features are fed into

a OC-SVM to train an authentication model and an SVM to train a recognition model. In the authentication phase,

SoundFace commences the same process to segment the face region echoes of the user. The acoustic features are then

extracted from the pre-trained acoustic feature extractor and fed into the trained OC-SVM model to determine if the

user is authorized. If the user is authorized, their features are then fed into the pre-trained SVM model for recognition.

3.1 Design Consideration of Acoustic Signals

In this section, we present the design of the transmitted signals for sensing and the rationale behind the design.

3.1.1 Signal Design for Authentication . A unique 3D facial contour is composed of various re�ecting surfaces (e.g.,

forehead, cheek), which can produce a distinctive mix of echoes. For user authentication, there are several considerations

in the design of the transmitted signal. First, the signal should carry rich and distinct geometric information from the

target face region. Second, it should be robust to severe multipath interferences from the surrounding objects. Lastly,

the acoustic signal should be inaudible and little annoyance to the human ear to ensure a good user experience.

As a result, the transmitted signal is designed as a frequency-modulated continuous-wave (FMCW) chirp whose

frequency increases linearly from 16kHz to 22kHz in a period of 1msand a 50msinterval between adjacent chirps, as

shown in Fig. 3(a). On one hand, the longer period of chirp can achieve a higher signal-to-noise ratio (SNR). However, if

the chirp duration is too long, it could lead to the overlap of echoes from various distances. For example, the direct

transmission from the speaker to the microphone will overlap with the echoes from the nearby face region. Meanwhile,

a short interval between the continuous chirps may detrimentally a�ect the facial echoes by mixing them with the

re�ected signals from the far-away objects for the previous chirp. Assuming a comfortable distance from the human
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nose to the transceivers is 25-50cm, corresponding to� 1.4 -2.8msat the speed of sound. Thus setting the 1mschirp

duration is moderate to isolate signals e�ectively in the time domain, and the 50msdelay is su�cient to separate echoes

from two consecutive chirps. On the other hand, a wider bandwidth can generate richer frequency-domain information

and a higher sensing resolution. Therefore, we choose the 6kHz bandwidth starting from 16kHz, which may be slightly

audible to some users. We �nally apply a Hanning window to the chirps to increase its peak to sidelobe ratio (PSR),

thereby increasing the low SNR and reducing the audible e�ects of the pulse chirp signal.

The pulse chirp is fed into the speaker and emitted towards the face, then the co-located microphones receive the

echoes via multiple paths. It is straightforward to analyze the re�ected signals by performing cross-correlation [35]

between echoes and the transmitted signals, whereby the resulting correlation peaks re�ect the distances of di�erent

objects. The ranging resolution is calculated asX3= 2
2� B

= 343
2� 44100= 3”89mm. For extracting the echoes from the face

area, the cross-correlation peaks within the typical face distance (e.g., 25-50cm) need to be found. Since faces absorb

and attenuate sound waves more than other re�ectors, the comparatively weak facial echoes can easily be overwhelmed

by other nearby stronger re�ection signals. This makes the localization of target echoes based on cross-correlation

unstable and prone to failure.

3.1.2 Signal Design for Face Localization . As cross-correlation-based distance estimation is vulnerable to strong

re�ections, it is highly likely to misjudge the target face area. To solve this problem, Echoprint uses the camera image

from a smartphone to calibrate the outliers of the distance measurements from acoustic [46]. However, such a vision-

aided technique is not available for our scheme. Although chirp signals have been considered e�ective in combating

strong background noise or interference and enabling the separation of re�ections from di�erent distances, the pulse

chirps designed for authentication in Fig. 3(a) are too short to accumulate enough SNR for basic chirp mixing.

Therefore, at the beginning of the transmitted pulse signals, we add some pilot FMCW chirps whose duration is

40ms, sweeping from 16kHz-22kHz for �ner face area localization as shown in Fig. 3(b). Such transmitted pilot chirp

can be represented as

G¹Cº = cos¹2c ¹50C¸
�
2)

C2ºº• (1)

where50 is the starting frequency,� is the bandwidth, and) is the sweep time. The re�ection signal is a time-delayed

version of the transmitted signal that can be represented as

~¹Cº = Ucos¹2c ¹50¹C� gº ¸
�
2)

¹C� gº2ºº• (2)

where U is the signal amplitude attenuation factor andg is the Time-of-Flight (ToF) of the signal in the air. The

transmitted and received signal can be processed to generate the mixed signal as< ¹Cº = G¹Cº �~¹Cº, which contains the

ToF information of the received signals re�ected by the object. After applying a low-pass �lter, the resulting mixed

signal can be represented as

< ¹Cº =
1
2

Ucos¹2c ¹
�
)

gÇ 50g �
�
2)

g2ºº” (3)

Clearly,< ¹Cº is a single tone signal with the beat frequency53 = �
) g. By performing Fast Fourier Transform (FFT) on

the mixed signal, we can calculate the absolute distance between the object and sensing device as3 = 253 )
2� , where2 is

the speed of sound in the air, and the factor `2' accounts for the round trip of the re�ected signal. We can thus obtain

the absolute range resolutionX3 = 2
2� = 343

2� 6000 = 2”86cm. This means if two re�ectors are located within 2.86cm

apart with respect to the sensing device, they cannot be di�erentiated. Thereby, the weak facial re�ected signals in the

25-50cmdistance range can be easily distinguished from other strong interfering signals originating outside this range.
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(a) (b)

Fig. 4. (a) Face localization illustration; (b) Massive interferences of raw acoustic signals in range profile.

As for the strong re�ection signals within this typical distance range that may disturb the target localization, we will

further investigate the mixed signal and illustrate how to identify the face target by signal variance in the presence of

nearby interference objects in Sec 3.2.

3.2 Two-stage Locating Approach

When we apply acoustic signals for face authentication, besides the re�ection signals bounced o� the face region, there

is massive ambient noise due to surrounding objects, including multipath re�ections by other appliances and walls, the

direct path signal from the speaker to the microphone, and the signal o�set caused by random system delay [45]. Such

noise can interfere with the separation of face region echoes. To further understand the impact of these interferences,

we conduct a preliminary experiment indoors using a speaker and a microphone on the Bela platform. We ask a user to

stand 30cmaway and face directly to the devices for a while. Fig. 4(b) shows the range measurements generated from

raw pilot FMCW chirps after mixing FFT, both in terms of heatmap over a period of time and an amplitude pro�le within

one chirp. It clearly shows that acoustic signals contain massive interferences. Therefore, separating the face-re�ection

signals from other interfering re�ections is critical. In this section, we introduce the two-stage locating approach, which

employs a multi-granularity acoustic sensing technique to �rst locate the major face, and then locate the facial areas,

thus separating the face region echoes e�ectively.

3.2.1 Major Face Localization . The face region of a user typically includes major surfaces, such as the forehead and

cheeks, that produce strong echoes, as well as other surfaces, such as the nose and chin, that generate weaker echoes.

In Stage-1, SoundFace captures the signal variation when users lift their heads at the beginning when the pilot FMCW

chirps transmission, as shown in Fig. 4(a). For ease of observing the signal variations, in this section, the user is asked to

perform several head-ups with long pilot chirps of 5s. The movements of the user's head help locate the major surfaces,

calledface major localization.

� Background Multipath Subtraction. Before estimating the distance of the major face, we �rst remove the

background multipath. To remove the delay caused by the operating system, we align the received signal with the
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(a) (b)

Fig. 5. Range profile heatmaps when the user performs head-ups: (a) Before background subtraction; (b) A�er background
subtraction.

(a) (b)

Fig. 6. (a) The FFT amplitude results for each range bin; (b) Variances of signal variations.

direct path signal [45]. To remove the interference of the direct path signal and re�ections from static surroundings, we

measure the background signal when there is no user standing and remove it later.

� Multi-granularity Acoustic Sensing. Although subtracting the background signals can remove most static

interferences, there are still some residuals due to imperfect synchronization and scaling between received samples

and pre-recorded signals. Fig. 5 shows the range pro�le heatmaps with and without background subtraction following

signal alignment. Compared with the heatmap in Fig. 5(a), we can obtain a more clearly de�ned face region range

pro�le after subtracting the background signals in Fig. 5(b), but at the same time, other interferences remain to exist.

Inspired by the activity sensing using acoustic signals [18], we explore the signal variations when the user lifts his/her

head, which facilitates di�erentiating face echoes from other interferences.

¶ Searching Target Candidates in Coarse-grained Distances.
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(a) (b)

Fig. 7. (a) The signal amplitude variations; (b) The signal phase variations.

After performing background subtraction, the FFT results of the mixed signal re�ect the frequency domain information

for each range bin, as shown in Fig. 6(a). Among the range bins (e.g., 0-50cm for typical face distance), there is one

target bin that corresponds to the target's location and therefore contains the target's information. Generally, due to

the user's head movement, there are much larger signal variations at the target bin than at other bins. To demonstrate

this, we �rst compute the variance of the signal variations for all bins, then adopt an outlier detection algorithm to

search the target candidate bins by �nding the peaks using peak variance ratio (i.e.,?EA) [18]. If the pvr value is larger

than a pre-de�ned threshold (e.g., we empirically set it as 3), we consider it as a target candidate. As shown in Fig. 6(b),

there are two potential target candidates whose signal variation variances are signi�cantly higher than those of the

other bins. Although the true target bin is successfully found, the bin with nearby noise is also mistakenly identi�ed as

a potential target candidate owing to its relatively large signal variations. As a result, we need to further identify the

target bin among several candidates.

· Identifying Target Location with Fine-grained Signal Variations.

From Eq.3, the phase of the mixed signal isq = 2c ¹53 ¸ 50g � �
2) g2º. The �rst term 2c 53 corresponds to the coarse-

grained target distance (i.e., range bin), and the second term2c ¹50g � �
2) g2º � 2c 50g corresponds to the �ne-grained

distance change caused by the movement of the target within a range bin. To further identify the target from the nearby

interference, we explore the signal variations for the potential candidate bins in Fig. 6(b). The FFT results of the mixed

signal are complex values for each range bin, thus the signal variations contain both amplitude and phase changes,

which are extracted in Fig. 7. We can obtain that the signal amplitude variations of two candidate bins are comparable

(Fig. 7(a)), but the signal phase variation for the target movement is larger than that of the nearby object (Fig. 7(b)).

Therefore, we identify the candidate bin with the largest phase change as the true target location.

3.2.2 Face Echoes Segmentation. In Stage-2, after the pilot FMCW chirps, the user just needs to look directly at the

acoustic devices while the continuous short-time pulse chirps are transmitted. We utilize cross-correlation to the pulse

chirps and �nd the peaks corresponding to the face localization result provided by theStage-1, then we segment the

re�ected signals covering the whole face region as the target signals of interest.
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(a) (b)

Fig. 8. (a) Cross-correlation result of pulse chirps; (b) Segmentation of face region echoes.

(a) (b)

Fig. 9. Distance measurements of the major face: (a) Before narrowing down the searching range; (b) A�er narrowing
down the searching range.

As mentioned in Sec. 3.1.1, the signal transmission for authentication is designed as the continuous short pulse chirps

with gaps for better isolation of face region echoes from other multipath interferences in the time domain. However,

the short period of chirps cannot achieve high SNR, and this, coupled with the fact that the face absorbs and weakens

acoustic signals, makes it easy for the face echoes to be overwhelmed by other strong noises re�ected from other objects.

Fig. 9(a) shows the distance measurement results of the pulse chirps by directly �nding cross-correlation peak location

corresponding to major face distance range (i.e., from 25cmto 50cmwith a step of 5cm). We can observe that there are

signi�cant measurement errors when identifying the target peaks.

In Stage-1, we have successfully located the user's face at a distance with the assistance of their head-ups during the

transmission of pilot FMCW chirps. Thereby, we narrow down the searching range for the cross-correlation peaks from

25-50cmto near the given major face location. Fig. 8(a) shows the cross-correlation result of transmitted and received
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pulse chirps after background signal subtraction. We can see that the peak corresponding to the major face can be

successfully found. As a result, the distance measurements obtained are much more precise, as shown in Fig. 9(b).

After locating the major face pulse echo, we extend the segment by adding 10 samples before and after to cover the

entire face region, which has a depth of 8cm. As illustrated in Fig. 8(b), these segmented signals are used as the face

region echoes for the following authentication.

3.3 Acoustic Feature Extraction

The echoes obtained from the face region are a combination of echoes from di�erent facial surfaces such as the cheek,

forehead, nose, chin, and others. These echoes capture the full information of the face. However, isolating the segmented

signals into individual echoes in the time domain is di�cult due to noises and frequency-selective fading, where the

superposition of signals with di�erent amplitudes and phases can be constructive at some frequencies while destructive

at others. In this section, we �rst apply a time-frequency analysis to extract time-frequency spectrograms from the

segmented face echoes both in terms of the raw acoustic signal and the converted mixed signal after chirp mixing. Then

we design a CNN-based feature extractor to obtain the high-level acoustic features of users' faces.

3.3.1 Segmented Acoustic Signal Processing. In our system, the di�erence in each user's 3D facial pro�le lies

in the segmented echoes from di�erent facial surfaces that are at varying distances with di�erent amplitudes from

the acoustic device. On one hand, we convert the segmented face echoes into corresponding spectrograms that can

directly manifest the distinctions of signal delays and attenuations in the time-frequency domain. On the other hand,

we measure the delay of each echo in the segmented face echoes by the chirp mixing technique, where the resulting

frequency shifts are proportional to the distances from face surfaces to the acoustic device [46]. We note that the

designed pulse chirps are too short for basic chirp mixing, herein, we use a reference signal with a wider bandwidth

(named extended reference signal) covering the entire segmented signals to achieve the chirp mixing [19]. Speci�cally,

the extended reference signal is designed by adding an extra sweep time to the original transmitted pulse chirp and a

corresponding increased bandwidth (e.g., the added extra sweep time from 1msto 1.5msincreases the bandwidth from

6kHz to 9kHz). At the same time, to satisfy the Nyquist sampling theorem, the sampling rate of the extended signal is

doubled from 44.1kHz to 88.2kHz accordingly. To obtain the extended mixed signal, we �rst upsample the received

segmented face echoes by a factor of2 using the cubic spline interpolation. Then we multiply it with the extended

reference signal and its 90-degree phase-shifted version to derive the In-Phase (I) and Quadrature (Q) parts of the mixed

signal respectively. Lastly, we downsample the I and Q components by a factor of2 to form the complex extended

mixed signal of the face region.

We use STFT to extract time-frequency spectrograms from the face region echoes and the extended mixed signals

to analyze the frequency contents of �ner time domain. To get a balanced trade-o� between the time resolution and

frequency resolution, carefully selecting the STFT parameters is of vital importance. First of all, we apply STFT on the

two forms of the segmented signals for66samples, and later we infer an initial acoustic feature using the extracted raw

as well as the mixed time-frequency spectrograms. To capture the time-frequency variation of re�ected signals from

facial surfaces more accurately, we apply a 64-point FFT with a hamming window to the 6-sample segment, and the step

length between adjacent FFT windows is set at1 sample, which allows us to achieve both higher frequency resolution

and time resolution. The resulting time-frequency pro�les are the 33� 61 spectrogram from face region echoes and the

64� 61 spectrogram from complex extended mixed signals.




	Abstract
	1 Introduction
	2 Related work
	3 SoundFace Design
	3.1 Design Consideration of Acoustic Signals
	3.2 Two-stage Locating Approach
	3.3 Acoustic Feature Extraction
	3.4 User Authentication

	4 Evaluation
	4.1 System Setup
	4.2 Two-stage locating Performance
	4.3 SoundFace Performance

	5 Discussion
	6 Conclusion
	Acknowledgments
	References

