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Abstract—Frame Replication and Elimination for Reliability (FRER) provides fault tolerance by replicating frames and transmitting them
along disjoint paths, thereby ensuring ultra-reliable and low-latency communication in TSN networks. However, existing FRER methods
with static orchestration strategies, fixed reliability assumptions, and predefined redundancy levels cannot adapt to permanent, transient,
or multi-concurrent failures in dynamic network service conditions. To overcome this, we propose DARS, a dynamic reliability-aware
routing and scheduling method that incrementally adjusts flow paths and schedules to guarantee reliability and timeliness under evolving
faults and network fluctuations. First, we introduce Dynamic Reliability Score (DRS), a new metric that quantifies device reliability and
updates it according to flow arrival status, which continuously reflects the service status of traversed devices. Second, we design an
incremental adaptive orchestration framework with offline and online strategies, where the former pre-configures all critical flows, while
the latter continuously adjusts non-compliant flows. We further develop an FRER-based joint routing and scheduling method that
leverages the state-aware DRS to generate adaptive transmission schemes. Experiments on four TSN topologies show that DARS
satisfies all flow transmission demands within five iterations under single-fault cases and about 92% of flows under five-fault scenarios,
outperforms baseline methods under heavy-load and multi-fault conditions, and reduces redundant transmissions by 5-12.5% through

adaptive redundancy.

Index Terms—TSN, FRER, Flow routing and scheduling, Fault tolerance

1 INTRODUCTION

ELIABLE and timely communication are essential for real-
Rtime and mission-critical systems [1]-[3]. For instance,
smart transportation requires up to 99.9% reliability and 100
ms latency for traffic movement control [4]-[7]. Industrial
Internet of Things (IloT) systems impose 99.99% reliability
and 50 ms latency constraints for real-time process con-
trol [8], [9]. BGPP Release 16 sets even stricter standards,
an extraordinary 99.9999% reliability and 1 ms latency, for
emerging ultra-reliable low-latency communication (URLLC)
applications such as drones, telemedicine, and autonomous
vehicles [10], [11]. To meet these stringent requirements for
time- and reliability-sensitive (TRS) flows, Time-Sensitive
Networking (TSN), a subset of IEEE 802.1 standards, has
been developed [12]-[14]. TSN augments Ethernet-based
network capabilities by providing high Quality of Service
(QoS) guarantees, including low latency, bounded jitter, zero
packet loss, and ultra-high reliability [15]-[17]. By imple-
menting explicit routing, traffic shaping and scheduling,
and resource reservation mechanisms, TSN imposes precise
per-hop routing and scheduling, thereby facilitating timely
delivery of TRS flows [18]-[20]. Meanwhile, TSN leverages
IEEE 802.1CB Frame Replication and Elimination for Reli-
ability (FRER) [21], [22] to enhance transmission reliability.
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By sending multiple replicated frames (i.e., Ethernet frames)
from the talker to the listener via multiple disjoint paths,
this spatial redundancy can enable zero-delay recovery from
network failures without requiring backup-path switching
or retransmissions [23].

However, such end-to-end (E2E) timeliness and reliability
guarantees rely on proper routing and scheduling planning.
The routing task identifies disjoint paths for replicated
flows to provide spatial diversity against failures, while the
scheduling task allocates transmission timeslots along these
paths to prevent conflicts and satisfy strict latency constraints.
Existing studies predominantly adopt offline approaches that
derive static transmission schemes and preconfigure them
on devices to guarantee E2E delivery in TSN networks [24]-
[26]. While these methods offer significant fault tolerance,
our observations from practical TSN systems reveal several
limitations:

1) Preconfigured transmission schemes cannot cope with
evolving network failures. Network failures are sporadic
and unpredictable, including permanent, transient, and
multi-occurring types that static FRER configurations
often fail to handle [27]-[29].

2) Offline strategies lack responsiveness to transient faults.
Network service state (NSS) varies with traffic patterns
(e.g., bursty flows), load conditions (e.g., temporary
congestion), and device status (e.g., CPU utilization, clock
drift, or buffer overflow). Such fluctuations frequently
lead to transient faults, which occur more often than
hardware-induced permanent failures. However, static
schemes cannot adapt promptly to these soft failures [30],
[31].



3) Redundancy needs vary at runtime. During long-term
operation under specific NSS conditions, some flows
transmit reliably with minimal redundancy, while others
require additional redundant paths to maintain service
quality. In this case, static strategies with fixed redundancy
can lead to excessive bandwidth usage for certain flows
and insufficient fault tolerance for others [32], [33].

These limitations arise from three underlying issues:
unpredictable fault patterns, rigid transmission schemes,
and fixed redundancy levels. These issues pose the following
challenges, which remain unaddressed by existing methods.

Challenge 1: How to determine switch reliability
(i.e., failure model)? Existing works typically treat switch
reliability as a constant representing a device’s mature
operational state. However, a TSN switch requires not only
basic connectivity but also consistently high performance
to meet strict QoS guarantees. A static reliability value is
insufficient for fine-grained time scales and cannot capture
reliability changes caused by NSS variations [34]-[36].

Challenge 2: How to determine the degree of redun-
dancy? FRER entails a reliability-bandwidth trade-off, as
redundancy improves fault tolerance but also proportion-
ally increases bandwidth consumption. While prior studies
compare network performance under varying redundancy
levels [24], [28], none has explored how to determine or
adjust redundancy at runtime. Conventional models suggest
using k disjoint paths to tolerate up to k — 1 failures, but
unpredictable faults often invalidate this assumption, leaving
resources either over-provisioned or insufficient.

Challenge 3: How to dynamically select preferred
transmission schemes for redundant frames? Although
some FRER works introduce runtime adjustments [37]-[39],
they still rely on static assumptions of constant reliability and
fixed redundancy. As a result, the generated transmission
schemes are often unsuitable, incomplete, or even bandwidth-
wasteful when facing unforeseeable, variable, and evolving
faults in TSN.

To address these challenges, this paper proposes DARS,
a dynamic reliability-aware adaptive routing and scheduling
method for fault-tolerant TSN. First, we introduce the
Dynamic Reliability Score (DRS), a novel metric that captures
time-varying switch service reliability. DRS is iteratively
updated based on flow arrival status (FAS), thereby reflect-
ing reliability evolution under network failures and NSS
fluctuations. Second, we develop an adaptive orchestration
framework consisting of offline and online phases, where
the former pre-configures all TRS flows, while the latter
iteratively detects and re-orchestrates non-compliant flows
based on updated network states. Finally, we propose an
FRER-based joint routing and scheduling method that lever-
ages NSS-aware DRS and adjustable redundancy to derive
transmission schemes meeting reliability and timeliness
constraints. Experiments on four representative TSN topolo-
gies demonstrate that DARS satisfies all flow transmission
demands within five iterations under single-fault cases and
92% of flows under five-fault scenarios. With dynamic DRS
updates, DARS outperforms other methods in heavy load
and multi-fault scenarios while achieving a more balanced
load distribution. Moreover, adaptive redundancy reduces
redundant transmissions by 5-12.5% compared with fixed-
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redundancy schemes. To summarize, this paper makes the
following contributions:

1) We propose DRS, a new metric that dynamically quantifies
switch reliability, and iteratively updates it based on FAS.

2) We design an incremental orchestration strategy that
combines offline preconfiguration with online flow re-
orchestration to enhance network adaptability.

3) We develop an FRER-based joint routing and scheduling
algorithm that leverages NSS-aware DRS and changeable
redundancy to ensure reliable and timely transmission of
replicated flows in dynamic TSN environments.

The remainder of this paper is organized as follows:
Section 2 introduces background and motivation. Section 3
presents the DRS reliability model. Section 4 proposes an
incremental adaptive orchestration framework. Section 5 dis-
cusses the joint routing and scheduling algorithm. Section 6
evaluates the performance of the proposed method. Section 7
concludes the paper.

2 BACKGROUND AND MOTIVATION

This section reviews fault tolerance methods, FRER-based
routing and scheduling strategies, and device reliability mod-
eling approaches in TSN networks, and motivates the need
for a dynamic reliability-aware orchestration framework.

2.1

Unlike best-effort networking services, TSN requires strict
E2E QoS guarantees, which renders fault tolerance a critical
design concern [40]. TSN relies on redundancy mechanisms
to achieve seamless transmission switchover, thereby main-
taining continuous and deterministic service under various
failures [41], [42]. Temporal redundancy sends multiple
frame copies along the same path to tolerate transient faults.
Alvarez et al. [34] develop a time-redundancy mechanism
for critical TSN frames and later propose the Proactive
Transmission of Replicated Frames method [35] to provide
proactive protection against transient failures, which demon-
strates substantial reliability gains in OMNeT++ simulations.
Feng et al. [36] introduce an offline reservation-based fault-
tolerant scheduler for IEEE 802.1Qbv that employs an SMT-
based optimizer to allocate time slices for retransmission.
However, these approaches realize temporal redundancy
through timeslot scheduling, which primarily mitigates
transient disturbances (e.g., EMI-induced errors or short-term
congestion). Such approaches cannot recover from structural
or persistent failures (e.g., device outages or link losses),
which undermine the long-term reliability of TSN.

Spatial redundancy, as defined by the IEEE 802.1CB
FRER standard, replicates and transmits packets along
disjoint paths to enhance delivery reliability. Ergeng et
al. [43] implement 802.1CB in OMNeT++ and integrate
IS-IS and Shortest Path Bridging into the control plane to
support large-scale studies of reliable TSN routing. Maile
et al. [44] identify configuration limitations in the 802.1CB
standard and provide formal solutions for safe parameter
tuning, including the selection between match and vector
recovery algorithms, history length, reset timers, and burst-
size prediction. Thomas et al. [45] discuss delay penalties
caused by packet misordering under FRER and develop
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TABLE 1: Comparison of Representative FRER-Based Routing and Scheduling Methods

. Dynamic Dynamic Dynamic
Method Core Mechanism Orclz,estration Re{iability Red}llmdancy
Lin et al. [51] GARNet-based routing and fault-tolerant scheduling x x X
Li et al. [52] ILS-based optimization for throughput/delay/reliability X X x
Ji et al. [24] FRER orchestration balancing reliability and real-time performance X X X
Feng et al. [25] Path minimization and AVB degradation under congestion X X X
Zhou et al. [26] SMT-based heuristic for large-scale configuration x X X
Syed et al. [37] Heuristic-based flow updates in dynamic TSN in-vehicle networks v X X
Feng et al. [38] Hybrid spatial-temporal redundancy with heuristic reorchestration v X x
Kong et al. [39] | Three-mode failure recovery with SDN controller v x x
DARS (ours) Dynamic reliability-aware adaptive reorchestration v v v

a network-calculus method for worst-case timing analysis.
Overall, these studies elucidate the design, configuration,
and implementation of FRER, demonstrating its effectiveness
in handling both transient and permanent failures. However,
the spatial redundancy paradigm inherently complicates
network orchestration, as replicated frames traverse multiple
paths and each must conform to specific scheduling mech-
anisms (e.g., IEEE 802.1Qbv [46]) and resource reservation
mechanisms (e.g., IEEE 802.1Qcc [47]) to satisfy temporal
constraints and configuration consistency. As a result, beyond
reliability mechanisms themselves, orchestration emerges as
a critical challenge for FRER, since routing and scheduling de-
cisions must be continuously adjusted to preserve reliability
and timeliness when NSS fluctuates or faults evolve [48]-[50].

2.2 Routing and Scheduling for FRER

TSN performs flow routing and scheduling to meet strict
transmission constraints, including low latency, bounded
jitter, extremely low packet loss, and high transmission
reliability [19], [34], [53]-[56]. FRER therefore also requires
dedicated routing and scheduling for replicated frames.
Multipath routing, a well-studied research topic in traditional
networks [57]-[59], has also been explored in combination
with FRER. Ergeng et al. [28] discuss the packet loss issue
caused by path overlap and propose a new metric, “reassur-
ance,” to guide reliability-aware FRER path selection. Hu
et al. [60] present an edge-disjoint path selection method
to identify independent routes for replicated frames. To
satisfy both reliability and timing constraints, researchers also
investigate joint routing and scheduling approaches for FRER
in TSN. Lin et al. [51] propose a Graph Attention Residual
Network (GARNet)-based routing and fault-tolerant schedul-
ing method to improve the reliability and scheduling success
rate of TSN flows in power communication networks under
permanent failure scenarios. Li et al. [52] develop heuristic
algorithms for both routing and scheduling and optimize
orchestration schemes through an Iterative Local Search
(ILS) framework, which enhances network throughput and
link-load balance while maintaining deterministic delay and
reliability. Ji et al. [24] integrate the FRER mechanism into
Time-Sensitive Software-Defined Networking and balance
reliability and real-time transmission performance in indus-
trial IoT systems. Feng et al. [25] propose a joint routing and
scheduling algorithm that determines the minimum number
of disjoint redundant paths required to meet reliability targets
and introduce a service-degradation mechanism for AVB
streams under heavy load to balance network reliability and
schedulability. Zhou et al. [26] introduce a Satisfiability Mod-
ulo Theory (SMT)-based routing and scheduling algorithm

that employs incremental synthesis heuristics to improve
scalability for large-scale TSN configurations. However, these
methods are primarily designed for offline or semi-static
planning and therefore cannot directly adapt transmission
schemes to evolving network conditions.

To overcome the rigidity of offline methods, several online
routing and scheduling algorithms have been proposed for
FRER. Syed et al. [37] analyze four dynamic scheduling and
routing heuristic methods that incrementally add or remove
traffic configurations based on the original setup to support
FRER functionality in TSN-based in-vehicle networks. Feng
et al. [38] combine spatial and temporal redundancy to ad-
dress both permanent and transient faults, applying heuristic
algorithms for online incremental rerouting and rescheduling
of failed traffic. Kong et al. [39] propose a runtime recovery
framework that recomputes routing and scheduling upon
failures, achieving dynamic redundancy via SDN-based
orchestration with three recovery modes: full-functionality,
reduced-functionality, and emergency. Although these online
approaches support runtime updates, they remain dependent
on fixed reliability assumptions and preset redundancy,
which leads to homogenized or suboptimal decisions, in-
efficient resource utilization, and even infeasible schedules
under highly dynamic NSS conditions.

2.3 Device Reliability Modeling

Device performance degrades over time as hardware com-
ponents undergo gradual wear. Device reliability is thus
commonly modeled as the probability of fault-free operation
over time, typically expressed as R(t) = e~*!. In traditional
best-effort networks, device reliability is often treated as
a constant to characterize devices in a mature operational
period, where reliability essentially corresponds to physical
availability, manifested as network connectivity. In TSN
networks, however, device reliability depends not only on
connectivity but also on the ability to sustain QoS and
stable high-performance. Consequently, TSN requires fine-
grained observation of device reliability to capture device
operational conditions. More concretely, as switch core
modules (e.g., ports, forwarding fabrics, processing units,
and clock synchronization circuits) exhibit performance
variations over time due to transient disturbances and
permanent failures, their component-level and switch-level
reliability also fluctuate accordingly [61]-[63].

Transient faults, typically triggered by non-structural
disturbances such as electromagnetic interference (EMI) [64],
buffer overflows [65], link jitter, or scheduling anomalies, are
usually short-lived and self-recoverable [66], [67]. Although
these faults do not physically damage hardware, they can



still introduce additional delays, synchronization drift, or
timing jitter, which ultimately violate TSN’s strict timing
guarantees. In contrast, permanent failures, caused by struc-
tural problems such as component aging [68], overheating,
or functional degradation, result in partial or complete loss
of functionality in key modules [69]. These failures not only
affect the node itself but also disrupt the global network
topology, thereby rendering preconfigured FRER routing and
scheduling schemes invalid.

In traditional wired networks, to simplify analysis,
many studies treat devices as stable entities, and their
reliability is characterized as a constant, measured by the
mean time to failure (MTTF), mean time between failures
(MTBF), and mean time to repair (MTTR) [70]-[72]. Based
on these assumptions, network-level reliability is modeled
by Reliability Block Diagrams [73], Fault Trees [74], and
Markov Chains [75], [76]. These methods are effective in
best-effort networking scenarios in which device availability
or network connectivity is the primary concern, and minor
performance variations are generally tolerable. However,
TSN imposes strict E2E QoS constraints. In such cases, even
without physical device failures, runtime NSS fluctuations
— including changes in traffic patterns, load conditions,
service statuses, and configurations — can directly affect
switch behavior and compromise QoS assurance. Therefore,
traditional static reliability models are insufficient for TSN, as
they fail to capture time-varying and state-dependent service
states. Device reliability in TSN should instead be regarded
as a dynamic property that evolves with network conditions.
To capture such dynamic NSS variations, researchers have
explored dynamic reliability modeling approaches, such as
stochastic dynamic models [77], Bayesian Networks [78],
Stochastic Petri Nets [79], and Dynamic Markov Models
(DMMs). However, these models primarily describe system-
level failure propagation or probabilistic reliability behavior.
Overall, existing device-level static reliability modeling
approaches have several limitations in TSN contexts:

1) Their modeling granularity is too coarse to reflect device
service states across time scales, hardware components,
and flows;

2) They rely heavily on offline statistical data and lack
mechanisms for real-time feedback or online adaptation;

3) They are not directly linked to network performance
indicators such as latency, jitter, or utilization, which limits
their applicability in guiding TSN orchestration decisions.

Consequently, TSN requires a runtime-capable device reliabil-
ity modeling mechanism that dynamically reflects a device’s
operational state and evolves in response to NSS variations.

2.4 Limitations and Motivation

As summarized in Table 1, existing FRER-based routing and
scheduling approaches still face several critical limitations
when dealing with evolving faults and NSS fluctuations in
TSN environments.

1) Most TSN systems rely on static configurations with
predefined routes and schedules that cannot adapt to
changing network conditions [80]-[83]. Although some
online orchestration methods exist, they are largely reac-
tive and lack proactive regulation [26], [37].

TABLE 2: Main Notations

Symbol Definition

G = (V,E) Network topology with switches V' and links
L(,i) Ingress port i of switch v

of) Egress port j of switch v

fi TRS flow ¢ with demand tuple f; p
j-th replicated instance of flow f;
Observed j-th replica at listener
Re Link reliability

RS Static hardware reliability of switch v

I:Eff’ 1/0 Dynamic port reliability of switch v

Rff’ 10 Updated dynamic port reliability of switch v
RY Switch DRS

R Updated switch DRS

a, B,7v,60 Reward weights for the four FAS categories
Vimp Topological importance index of switch v
Hy,1/0 Historical port reliability records

Ly, Reliability history window length

c Capacity set

ct Occupied capacity set

c- Available capacity set

Pg Precomputed disjoint path set

8¢, 50 Transmission time of replica f; ; at switch v
sl Duration of one timeslot

T Number of occupied timeslots (ceiled)
St Timeslot interval assigned at switch v

2) Inreal-world TSN deployments, networks often encounter
unpredictable faults that may recover or persist. However,
existing methods adopt fixed reliability assumptions that
lack fine-grained modeling and real-time updating, which
deviates from the actual runtime states of devices and
complicates fault localization and orchestration decisions.

3) Current orchestration algorithms are tightly bound to
static parameter assumptions. Without a feedback loop
linked to NSS fluctuations and fault dynamics, orches-
tration strategies tend to produce patch-like adjustments
rather than globally optimized, NSS-aware reconfigura-
tions. Moreover, preset redundancy levels often lead to
resource imbalance: reliable flows may consume exces-
sive bandwidth, while vulnerable flows remain under-
protected.

The above limitations invoke three technical challenges

outlined in Section 1: the absence of runtime reliability

modeling (Challenge 1), the lack of adaptive redundancy
mechanisms (Challenge 2), and the inability to dynamically
select appropriate transmission schemes under NSS fluctua-
tions (Challenge 3). To address these challenges, DARS intro-
duces three tightly integrated mechanisms. First, to address
Challenge 1, we devise a dynamic device-reliability modeling
approach, where port- and switch-level reliability scores
continuously update based on runtime FAS, supplanting
static reliability assumptions with fine-grained, feedback-
driven network state awareness (Section 3). Second, to
address Challenge 2, we incorporate an adaptive redundancy
mechanism that modulates the replication degree according
to aggregated path reliability, yielding bandwidth-efficient

fault tolerance under evolving network conditions (Section 5).

Third, to address Challenge 3, DARS employs an incremental

offline-online orchestration framework that re-orchestrates

failed flows on top of an initial static configuration, enabling
iterative routing and scheduling adaptation with minimal
disruption (Sections 4 and 5). Collectively, these mechanisms



elevate FRER-based orchestration from static, parameter-
bound schemes to a dynamic, NSS-aware orchestration
paradigm for TSN networks.

3 RELIABILITY MODELING WITH DRS

This section introduces DRS, an iteratively updated reliability
score for switches based on FAS, thereby informing reliability-
aware path selection and traffic scheduling.

3.1 DRS Definition

To accurately characterize switch service variations and
locate network faults, we propose DRS to quantify the time-
evolving reliability of each network switch. Network topol-
ogy is modeled as a graph G = (V, E), where V is the set of
TSN switches and E is the set of physical links. Each switch
v € V is equipped with m,, input ports {IS", ..., I{™)} and
n, output ports {051), ce OS]‘”)}. Eachlink e = (u,v) € E
connects two distinct switches u and v, where u # v. All
network components are assigned a reliability value. Each
link reliability R, is treated as a time-invariant constant
that reflects long-term hardware availability. TSN switches,
which handle flow reception, processing, and forwarding,
are particularly sensitive to NSS fluctuations, including
clock drift, queueing and forwarding dynamics, processing
variability, and hardware degradation. Therefore, the DRS
R of each switch v is defined to integrate both static and
dynamic components. The static part R}, is also modeled as
a time-invariant constant, reflecting the intrinsic functional
reliability of the switch hardware. The dynamic parts Rff’ I
and Rff’o capture the runtime reliability variations on the
ingress and egress sides of switch v induced by NSS fluctu-
ations. Notably, because each port directly interfaces with
its incoming or outgoing link, these aggregated port-side
dynamic components R? g and R1 .o also implicitly account
for short-term link-side variations (e g., bit flips and transient
loss), thereby avoiding an additional dynamic link-reliability
model. This ingress—device—egress chain follows the classical
series configuration in reliability engineering [84], [85], and
the overall switch DRS is formulated as

R = R} x Ry ; x R{ 5 M

The dynamic reliability values are initialized to 1, correspond-
ing to an error-free operating state, and are subsequently
updated based on FAS feedback before being reflected in the
aggregated switch-level DRS. The detailed mechanism that
reconstructs device-level reliability updates from flow-level
FAS observations is presented in Sections 3.3 and 3.4.

3.2 E2E Reliability of TRS Flow

We calculate the E2E reliability of TRS flows as the ba-
sis for selecting redundant paths and verifying whether
a given transmission scheme satisfies reliability require-
ments. Each TRS flow f; is defined by a demand tuple
.fi,D = (fi,src, fi,dsh fi,sizea fi,perioda fi,DDL7 fi,jih fi,10357 .fi,rel)/
which specifies the flow’s source, destination, packet size,
sending interval, deadline, jitter, loss tolerance, and reliability
requirement. Under the FRER mechanism, flow f; is repli-
cated into K redundant instances fiwpl ={fi1,---, fix}

CNC L
Path 1: Qualified Q

‘Sniffer

Keeps the earhest valid amval
1 and discards later duplicates |

ffffffffff ""@ @
| Replicates each TRS \/ """"" "\/

\ frame into 4 copies | Path 4: Interrupt @

Fig. 1: FRER process with four-path transmission. The talker
replicates each TRS frame into four copies that traverse four
disjoint paths. The listener accepts the earliest valid arrival
(Path 1) and discards all later or corrupted duplicates. Sniffers
at both the talker and listener forward transmission and
reception statistics to CNC, which aggregates them into per-
replica FAS outcomes: Qualified, Delayed, Lost, or Interrupted.

Each replica inherits the demand tuple of the original flow
and is transmitted via disjoint paths Py, = {py, ,,...,Df, x }-
Each path py, ; consists of a node set Vj,, = {v1,...,v,}
and a link set E, = {e1,. .., €en_ 17 , where v; =
fisres Un = fidst The EZE rehablhty of each replica f; ;
is the product of the switch- and link-level reliabilities along

its path py, ., expressed as
II =

II =
UEfo% ; eEEpfi ;

sz‘,j = V)

The aggregated reliability of flow f; across all replicas must
meet the required threshold f; o1, computed as

K

Ry =1- H(l - Rfi,j)

j=1

2 fi,rel- (3)

3.3 FAS and Failure Models

We update the switch DRS based on FAS, which captures
the delivery outcome of replicated flows f; ;. Specifically,
as shown in Fig. 1, without requiring any additional pro-
tocol support, the centralized controller (i.e., Centralized
Network Configuration, CNC) periodically snapshots talker-
side transmissions and listener-side receptions of TRS flows
over dedicated monitoring channels that are separate from
the TSN data plane, and derives the corresponding FAS
information from these flow-level observations. As a result,
the signaling overhead of FAS feedback scales with TRS
flow volume and the monitoring period, rather than overall
data-plane traffic. In large-scale deployments, FAS extraction
can also be delegated to local monitoring agents (e.g., edge
sniffers or domain controllers), which perform flow-level
analysis locally and report only aggregated FAS results to
CNC, further containing signaling overhead. By aggregating
these native transmission statistics, each replica is classified
into one of four FAS categories: Qualified, Interrupted, Lost,
and Delayed. Here, Qualified represents full, on-time delivery,
while the other three can be associated with permanent,
transient, or multi-concurrent failure conditions, as shown
in Fig. 2. These FAS labels reflect how devices behave under



NSS fluctuations and therefore serve as feedback signals for
updating DRS. When multiple abnormal symptoms co-occur
for a replica (e.g., excessive delay and packet loss under
severe congestion), FAS assigns a single dominant label
according to a predefined severity priority, i.e., Interrupted >
Lost > Delayed > Qualified, to avoid ambiguous classification
and ensure consistent reliability feedback.

Interrupted. Severe service disruptions, such as switch hard-
ware malfunctions, physical link cuts, or critical configuration
errors, may prevent flows from being delivered or cause their
arrival to far exceed the deadline. In this case, a replica is
classified as Interrupted if its E2E delay not only exceeds the
deadline f; ppr, but also surpasses the flow’s jitter tolerance
threshold.

tj}e fl DDL > fz jits (4)

where fi,jit is the jitter tolerance threshold, which is also used
to distinguish Interrupted from Delayed.

Lost. Packet losses may occur due to buffer overflow, tran-
sient congestion, or link errors, causing only a portion of the
packets in replica f; ; to be successfully delivered. When the
observed packet-loss ratio exceeds the flow’s loss-tolerance
requirement f; s, the flow status is classified as Lost. The
effectively received flow fl ; is conservatively abstracted as

fz,] > fz,j (1 - fi,loss)' (5)

Delayed. Traffic delay may occur due to transient congestion,
scheduling imbalance, or temporary resource contention,
where flows are delivered but exceed the deadline. In such
cases, flow status is classified as Delayed, where the flow E2E
latency marginally exceeds its deadline f; ppr, but remains
within the jitter threshold f; i

- fz pDL < fz,]lt (6)

The above categories of FAS Delayed, Lost, or Interrupted
can belong to different failure models. Permanent failure
refers to unrecoverable malfunctions caused by hardware
defects, physical damage, or fatal misconfigurations. Tran-
sient failure represents temporary degradations caused by
congestion or scheduling imbalance, which may recover with
or without external intervention. Multi-concurrent failure is
characterized by the simultaneous failure of multiple devices
in the network, often leading to complex combined degrada-
tions. These mappings bridge flow-level observations with
device-level reliability modeling, enabling FAS to serve as
a runtime indicator for adaptive orchestration under NSS
fluctuations.

O<tee

3.4 FAS-based DRS Update Algorithm

We design an FAS-based DRS update algorithm that it-
eratively adjusts DRS values based on FAS feedback, as
detailed in Algorithm 1. In each update round, all trans-
mitted replicas F are first classified by their FAS labels.
Then, every replica is processed following the inherent
severity order of four categories: Interrupted, Lost, Delayed,
and Qualified. First, each replica fi,j € F is assigned
an initial reward w; based on its FAS label, i.e., o for
Interrupted, B for Lost, v for Delayed, and 6 for Qualified,
where —1 < o < f < v < 0 < 0 < 1. The initial reward
assignment follows the inherent severity ordering of four

Network Service States Fluctuation

Traffic Pattern Load Condition Network configuration; | Device Service Status
‘ Result
Typical Network Faults
Network Interrupt Import Packet Loss Export Packet Delay
3 Lmports EXPOHS D D D |:|TT Buffer Full Queues I
E DD DTT@ o Oulput X ‘ IBE Unfinished Frame |
1 LIRS I ‘
' Failure Imm upt v !
IS P IS a JEJJTT x ;
| Interrupt Imports Lost G l)day !
Modeled
Network Failure Models
Transient Failure Permannent Failure Multi-concurrent Failure
O\ TransientLoss : O\ Permanent Loss ; O——Permanent Failure 3
Transient Delay | Permanent Delay |
Transient Interrupt‘ Permanent Interrupr‘ & Transient Failure

Fig. 2: NSS fluctuations lead to Interrupted, Lost, and Delayed
faults, which are modeled as permanent, transient, and multi-
concurrent failures.

Algorithm 1: DRS Update

Input ]: P]-‘/ «, B v 9 Rf}/ Rv I Rv O 'Ulmp( )
Nv[, vO/HvI,HvO/T/Lh
Output: Rd
1 Sort F by FAS severity;
2 foreach f; ; € F do

o, if FAS(f; ;) = terrupted
s w0 B, if FAS(f g) =
v, if FAS(f g) = Delayed
0, if FAS(f 3) = Qualified
4 pfi,j <—'P]:—(f1’]) :{’Ul,...,’l}n},
5 wa — w1 /n;
6 foreach v € P, do
7 w3 — W2 /Vimp (V);
8 {I,,0u} « v;
9 foreach z € {I,,0,} do
10 wy < w3 /Ny,a;
1 Rq‘f,<—R1,T+w4,
12 H™ (1 —r)min(Ho,z);
13 H™ «— (14 r)max(Ho,x);
14 Riz — min(max(]%gyz, Hmi"), H™);
15 Rf}z — min(max(l%g@7 0),1);
16 L Update H,,, and keep last L; records;
17 | RI« Ry x RI; x RY o,

FAS categories, so failures always receive negative feedback
while successful delivery provides positive reinforcement.
These weighting parameters are tunable rather than fixed and
jointly determine DRS update strength: smaller magnitudes
lead to smoother DRS evolution, whereas larger values
increase sensitivity to NSS fluctuations. They also control
how DRS reacts to different FAS types, since increasing any
FAS weight amplifies its impact on DRS update. Since flows
traverse different numbers of switches, applying the same
reward to long and short paths would bias the update. To
avoid this, the reward w; is evenly distributed over the
traversed switches, i.e., wg = w1 /n, where n is the number
of switches traversed by f; ;.

Switches also differ in their topological significance, and
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Fig. 3: Stepwise evolution of switch-level DRS and port-level
dynamic reliability under different FAS outcomes.

therefore should respond to reliability feedback at different
sensitivity levels. Core switches, for example, are expected
to exhibit smaller reliability fluctuations in order to preserve
network stability. To capture this property, we quantify
switch relative importance by a weighted combination of
classical graph-theoretic metrics.

@)

where degree centrality vqg, betweenness v, PageRank
vpr, and core number v., summarized in Appendix A,
are linearly normalized into the range (0, 1]. The weights
Adg» Abt, APR, Ace = 0 tune their relative contributions with
>~ A = 1. The importance index Uimp attenuates the reward
assigned to the switch, i.e., wy = wy/ Vimp, 50 that topo-
logically critical switches are updated more conservatively,
preserving stability while still reflecting reliability variations.

When a flow traverses a switch v, the reward w3 assigned
to that switch is further distributed to its ingress and egress
ports (ng 1/0)- However, to prevent heavily loaded ports
from being disproportionately penalized, the port reward
is further scaled by the number of traversing flows, i.e.,
wy = w3/Ny /0, where N, 1,0 denotes the number of
flows traversing the ingress or egress port. The dynamic
port rehab1hty is then updated in an additive manner, i.e.,
Ry 10 ¢ R o +wa.

To further limit extreme fluctuations in port reliability,
each port maintains historical reliability records H, ;/0
over the most recent L, update rounds. The updated port
reliability Rff 1/0 is bounded within a range derived from
these historical records, defined as

Vimp = AdgUdg + AbtUbt + APRUPR + AccVcc;

(H;;I:izn/m Hﬁ’}o) =((1-r) min(HvJ/O)v (1+r) max(H, I/O (8)
and the clipped reliability is obtained as
Rg,[/o = min(max(f%il/o, :fi[’}o), f}?}‘o), 9)

where r € (0, 1) controls the tolerance margin. Smaller values
of r enforce stricter stability, while larger values allow faster
adaptation. After each update round, the clipped port reliabil-
ity values are appended to the historical record H,, 0, while
the oldest entry is discarded to maintain a fixed window
of size Lj,. All reliability values are additionally bounded
within (0, 1] to preserve consistency with reliability modeling
principles.

7

Finally, the updated switch reliability R? is obtained by

combining static with dynamic port reliability
RI=R;x R x RY (10)

This multiplicative formulation accounts for ingress and
egress port status R 1/0 while remaining anchored by
the static baseline RS, s0 that both long-term stability and
runtime flow behavior contribute to DRS updates.
Complexity analysis. In each update round, the DRS update
algorithm processes all monitored replicas and updates
ingress and egress reliability along their traversed paths.
Since FAS labels fall into four finite categories, replica
classification incurs linear time complexity, i.e., O(|F]). For
each replica, the algorithm iterates over the switches along its
path of length L. At each switch, path-length normalization,
topology-aware attenuation, and load-aware port scaling in-
cur constant-time complexity. Historical bounding maintains
a bounded reliability history window of length L, leading
to an additional O(Ly,) cost per switch. As a result, the time
complexity of one DRS update round is O(|F| - L - Ly,),
where L denotes the average path length. Since Ly, is a small
constant, the update cost scales linearly with the number of
monitored replicas and the average path length.
Example. As shown in Fig. 3, switches A, B, C, and D are
initially assigned the same static reliability value of 0.9. As
all ingress and egress ports start with a reliability value
of 1, this results in an initial DRS of 0.9 for each switch.
Four TRS flows traverse different segments of the network
and are classified as Interrupted, Lost, Delayed, and Qualified
according to their observed FAS outcomes. Based on these
FAS labels, the corresponding rewards are assigned and
distributed across the involved switches, leading to stepwise
DRS updates on a per-flow basis. More specifically, taking
switch C as an example, Fig. 3 illustrates how port-level
dynamic reliability evolves under different FAS feedback.
When Interrupted, Lost, and Delayed flows traverse switch C,
negative rewards of —0.02, —0.013, and —0.005 are applied,
resulting in ingress and egress port reliabilities decreasing
to 0.98, 0.967, and 0.962. These updates are aggregated with
the static reliability, yielding switch-level DRS values of 0.86,
0.84, and 0.83.

4 INCREMENTAL ADAPTIVE

FRAMEWORK

This section presents the incremental adaptive orchestration
framework, which consists of an offline stage for generat-
ing initial transmission schemes and an online stage that
incrementally adapts these schemes based on runtime FAS
feedback.

ORCHESTRATION

4.1

Fig. 4 illustrates the overall orchestration loop, which consists
of an offline initialization stage and an online adaptation
stage. The offline stage derives baseline transmission schemes
under nominal network conditions, while the online stage
progressively refines these schemes in response to NSS
variations. During the offline stage, the framework estimates
initial device reliability, ranks candidate routing paths, and
precomputes disjoint paths and corresponding timeslot

Incremental Orchestration Framework Overview
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Fig. 4: Incremental orchestration loop with the offline and
online stages.

schedules for each TRS flow. The resulting orchestration
schemes guarantee that all TRS flows satisfy their E2E
delay and reliability constraints under idealized operating
conditions. At runtime, the online stage periodically acquires
FAS every Tyewect to identify transmission anomalies. If
all flows are fully delivered and within their deadlines,
they are marked as Qualified and the current configuration
is preserved. Otherwise, any replicated flow classified as
Interrupted, Delayed, or Lost is marked as unqualified, thereby
initiating the incremental re-orchestration process. During
re-orchestration, the DRS values of the involved switches
are first updated based on FAS feedback, as described
in Section 3, yielding an updated representation of the
current NSS. Candidate paths are then reassessed and
reordered according to the revised DRS values. Based on
the updated rankings, the joint routing and scheduling
algorithm is invoked to re-orchestrate unqualified flows,
while Qualified flows preserve their existing configurations.
If more than Nyeyy re-orchestration attempts have failed to
recover a flow’s quality, this indicates a high likelihood of
persistent degradation at specific core devices. In such cases,
the corresponding device reliability values are deliberately
attenuated in the DRS model, serving as an explicit fault
indicator to inform maintenance decisions. The complete
orchestration loop, spanning both offline and online stages, is
formalized in Algorithm 2, supporting continual adaptation
under dynamic network conditions.

4.2 Offline Stage

The offline stage initializes the network environment and
precomputes orchestration strategies for all TRS flows before
runtime execution.

Network Initialization. We first model the network topology
G and assign initial reliability values to each link R,
and switch R} based on all reliability-relevant information
available from device specifications and historical operational
records. For all switches, the dynamic reliability values of
ports Rg. 1o are initially set to 1, reflecting ideal conditions.
At this stage, resources are initialized with no flows deployed,
so the overall capacity set C' remains fully unoccupied, with
the occupied capacity set C™ = ) and the available capacity
set C~ = C. These capacity sets compose the solution space
for later flow allocation and adjustment.

Algorithm 2: Incremental Orchestration Process

Input: F, G = (V, E), K, C, Nrery

Output: Pr, Sr

> Offline stage

C™ «+C; Pp«0;Sp +0;

initialize R., R, Ry ;0 < 1;

Po + K-disjoint(G);

foreach p € Ps do

| Ry « compute path reliability by Eq. (2);

Sort Ps by R,;

foreach f; € F' do
Py,, Sy, « Joint(f;, G, K,C~, Pg);
Pp(fil < Pr; Se(fi] < S

L C™«C™ \ (wasz:);

> Online stage

while network runtime do

Fray < 0;

F <+ NetworkTransmission(Pr, Sr);

14 foreach f; € F' do

15 if not all copies of f; are qualified then

16 L Frail = Fran U fi; R

17 C™ « CT U (Prlfi], Sefi));

18 foreach f; ; € fi do
19 FAS,pr ; < fi,j,'
20 RS ;0 < DRS Update(FAS, p;. )

oA W N =

© o N o

10

11
12

13

Pg + Path Update(RfyI/O);
cycle + 0;
while F; # () and cycle < Nyetry do
cycle < cycle + 1;
foreach f; € Fy; do
P;,S; « Joint(f;, G, K,C™, Pa);
Pr(fi] + Pg; SFLfi] — *ij};
C™ < C™ U (Prlfi], Sr[fi])

21
22
23
24
25
26
27
28

Path Recommendation. We apply a conventional routing
algorithm (e.g., K-disjoint path search) to precompute all
disjoint paths Pg for each source-destination pair. Each
candidate path is evaluated for E2E reliability according
to Eq. (2). These candidate paths are ordered in descending
E2E reliability to favor reliable paths for FRER-replicated
frames. This pre-ranking mechanism facilitates efficient path
retrieval during both initial orchestration and subsequent
reconfiguration.

Flow pre-orchestration. With available resource capacity
C~ and pre-ranked paths P, the framework invokes the
joint routing and scheduling algorithm (detailed in Section
5) to compute feasible orchestration strategies. Specifically,
for each TRS flow f; € F, the algorithm selects K disjoint
routing paths Py, and assigns a set of transmission slots S,
along the path to construct the complete E2E transmission
scheme. These schemes guarantee that all K flow copies meet
their E2E delay and reliability constraints under nominal
conditions, thereby providing fault tolerance in the network.
The output preconfigured strategies are deployed to the
TSN network and serve as the baseline configuration for
subsequent online monitoring and adaptation.



4.3 Online Stage

Once the network enters runtime, the orchestration frame-
work transitions into the online stage, which comprises an
iterative monitoring and reconfiguration loop.

Flow Arrival Status. During each iterative cycle, all sched-
uled flows F' are transmitted according to the current
orchestration scheme. Upon completion, the received flows F
are evaluated and labeled based on their FAS. If all K replicas
of a flow f; are fully delivered within the delay bound,
the flow is marked as qualified and its current transmission
configuration is retained for the next cycle, continuing to
occupy the corresponding device resources. If any replica is
Interrupted, Lost, or Delayed, the flow is marked as unqualified
and added to Fi. The detection of any unqualified flows
activates re-orchestration to accommodate runtime network
failures.

Network Capacity Updates. As unqualified flows will be
rescheduled, the network resources they occupy are released
and collected into the available capacity set C'~, which
serves as the feasible resource set for re-orchestrating failed
flows. This update maintains an accurate and up-to-date
view of network resources during re-orchestration, thereby
reducing the search space and computational overhead of
the orchestration process.

Path Re-Ranking. For each received replica, the DRS of
devices along its transmission path is updated based on its
FAS, thereby altering the E2E reliability of the precomputed
paths Pg. We recalculate the path reliability with Eq. (2),
and re-rank the paths in descending order of reliability. This
dynamic ranking enables reliability-aware adaptive path
selection, which reflects the latest network conditions and
helps failed flows bypass low-reliability devices.

Flow Re-orchestration. If any unqualified flows are detected,
the framework proceeds with incremental re-orchestration.
For each unqualified flow f; € Ff,;, the joint routing and
scheduling algorithm is re-invoked within the updated
available capacity C'~ and the re-ranked path set Pg. Unlike
offline pre-orchestration, which considers global capacity
and all flows, the online stage focuses on a small set of failed
flows and operates under partial resource availability, thereby
improving responsiveness and minimizing disruption to
already-qualified flows. This DRS-driven adaptation enables
the framework to dynamically respond to runtime faults
without requiring full network reconfiguration. To deploy the
updated orchestration schemes on TSN devices, the network
enters a controlled reconfiguration phase, during which data
transmission is temporarily suspended, the updated configu-
ration is applied, and the network is restarted after configu-
ration completion. This execution prevents re-orchestration
from interfering with in-flight packet forwarding.

5 FRER-BASED JOINT ROUTING AND SCHEDUL-
ING ALGORITHM

This section presents an FRER-based joint routing and
scheduling algorithm that satisfies both the E2E timeliness
and reliability requirements of TRS flows under NSS fluctua-
tions.

5.1 EZ2E Time Model

To characterize the temporal behavior of TRS flows, this sec-
tion defines their E2E time model and associated scheduling
constraints. To alleviate scheduling complexity, the trans-
mission timeline is discretized into integer-based timeslots,
which serve as the fundamental scheduling granularity.
Each timeslot has a fixed duration s/, and its occupancy
is represented by a binary variable, set to 1 if occupied and 0
otherwise. The scheduling task is to assign a set of timeslots
for each flow copy at every switch along its path. When a
flow copy f; ; traverses a switch v, its transmission time
dy, v is expressed as

)

(Sfi,j,’v :T'SL T = ’V fSiZE -‘ )

bw, - sl

where the occupied timeslot set is Sy, ; , = [sl4, sla4 -], and
7 denotes the number of occupied slots.

To maintain network-wide timing alignment and schedul-
ing consistency, the concept of a hypercycle (HC) is intro-
duced as the global scheduling period. The HC is defined as
the least common multiple (LCM) of the sending intervals of
all TRS flows and is synchronized with the GCL cycle length
of TAS switches. This relationship is expressed as

HC = LCM( freriod) = N - sl, (12)

where N is the total number of timeslots in one hypercycle.

TSN switches employ the Time-Aware Shaper (TAS)
mechanism, standardized in IEEE 802.1Qbv, to precisely
regulate scheduled traffic. As illustrated in Fig. 5, incoming
flows are mapped to priority queues, and queue transmission
is governed by the Gate Control List (GCL). The GCL defines
a sequence of time windows of length ¢; within a cycle of
total duration cl. Thus, the transmission window of flow f; ;
at TAS switch v is constrained by

T x+1

Z%Zqﬂ :

where the occupied timeslot set Sy, . , spans 7 timeslots and
must lie within the active interval of queue z, indicated by
[,z + 1], with € Z™T. All switches remain synchronized to
the hypercycle, i.e., HC = cl, thereby preserving consistent
GCL execution and avoiding timing conflicts across the
network.

Sfi,j;u = [ a751a+7' = (13)

5.2 E2E Latency of TRS Flows

As each TRS flow copy f; ; traverses the switches along its
path py, ., it occupies a sequence of timeslots at each node
along the path, forming an E2E transmission schedule

Sfi,j = {Sfi,j,vlvsfi,j,vgv ) Sfi,j,vn}a

where each Sy, ., represents 7 consecutive timeslots occu-
pied at node vg. The transmission latency ¢} = of a replica
at switch vy, is defined as the accumulated atency from
the source node v; to v, measured as the time difference
between the ending timeslot at v;, and the starting timeslot
at the source node v;.

(14)

t;’):] = lv - 81’017 V’Uk €p.f1]7 s.t. tf < fl DDL (15)

k
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Fig. 5: Overview of TAS mechanisms in a TSN Switch. Traffic
enters from four input ports and is distributed to output
ports by the switch fabric. The priority filter assigns traffic
to queues based on priority. These queues are managed by
the GCL, which controls transmission time and order of each
queue.

where sl,, denotes the start timeslot of Sy, ; ,, and sly,
denotes the ending timeslot of Sy, ; 4, . To guarantee timely
delivery, the accumulated latency of each replica must remain
within the deadline f; ppr specified by the flow f;.

To achieve zero-delay switchover among redundant
paths, the variation in E2E delays Ay, across all K flow
copies f; ; must remain within its jitter tolerance f; j, that is

Ay, = ’max (t??i) — min (t??eb)
Va,be {1,...,K}, a#b.

< fijits

(16)

5.3 Joint Routing and Scheduling Method

Algorithm 3 outlines the joint orchestration process, which
plans routing paths and timeslot allocations for each TRS
flow f;. For each flow f;, given its demand tuple f; p,
the FRER mechanism replicates it into K redundant copies
firep1 = {fi1,---, fi,x}. These copies are transmitted along
candidate paths Py, ., derived from the global path
set Pg by the source-destination pair (f; s, fi,ast). While
candidate paths are still available, each flow copy f;;
sequentially selects the candidate path py, . from Py, 1,
preferring paths with higher reliability.

For each node v along the selected path p figr the orches-
tration step enumerates all available timeslot segments S,,, =
{51, 82, ..., S, }, where each segment S; = [sl,, slq4-] is a
contiguous timeslot interval sufficient to accommodate the
flow’s transmission duration. These segments are sorted
chronologically, and the earliest feasible segment S, is
selected and assigned to the current node v. If the delay
constraint (Eq. 15) is violated at any node, the current path
is skipped and the next candidate is tested.

Once valid timeslot segments are assigned at all nodes,
the algorithm computes the flow E2E delay ticzle] and relia-
bility Ry, .. If the current copy is the first successful one, it
is directly admitted to the transmission plan. Otherwise, if
one or more flow copies have already been scheduled, a jitter
check is carried out to verify temporal alignment among
all redundant copies. The maximum delay difference Ay, is
calculated between the new copy and all existing copies of

,dst”

Algorithm 3: Joint routing and scheduling method

Input: f;, fi.p, P, cycle, C, , K

Output: Py,, Sy,
1 Initialize: Py, + 0, Sy, < 0, R+ 0, T+ 0, N+ 0
2 Replicate: firep1 ={fir,--, fix}
3 Ppofias < {P' -, 0™} C P (sorted by reliability)
4 foreach f;; € fimpl do

5 while ]sz‘,smfz‘,dst # 0 do

6 Pfi; < Pfi,srcvfi,dst

7 Sp + 0,idx « true

8 foreach v € py, ; do

9 Sy  {S1,...,5.} CCy

10 sort S, by start time; pick earliest S, € S,
1 ty, . < end(Sy) — start(S,, ) (Eq. 15)
12 if t;i,j > fi.ppr then

13 Pfi,srcvfi,dst A Pfi,srcvfi,dst \ {pfq‘,,j}
14 idx « false

15 break

16 L Sp + SpU{Su}

17 if idx=true then

18 tffi < end(S,, ) — start(S., ) (Eq. 15)
19 Ry, ; < PathRel(py, ;)(Eq. 2)

20 if T # () then

21 Ay, + max(TU {tfi ) —min(TU {tfj )
2 if Ay, > fi i then

23 discard py, ;

24 continue

25 Py, <_PfiU{pfi,j}/ S S, USy
26 T+ TU{t5°}, R+ RU{Ry, },

27 foreach v € py, ; do

28 L Cy + Cy\{Su}

29 N+ N+1

30 | break
31 if cycle = 0 (stage=offline) then

32 if N = K then

33 | break
34 else

35 Ry, + AggRel(R) (Eq. 3)

36 if Ry, > f; a then

37 | break

38 C;cle + cycle+1

the same flow. If Ay, < f; jit, the deviation is acceptable and
the copy is retained; otherwise, the current path is rejected
and an alternative is explored. If all candidate paths fail, the
copy is dropped and the orchestration proceeds to the next
flow.

In the offline stage, the redundancy K is fixed, and
the algorithm proceeds until all K redundant copies are
successfully orchestrated. In contrast, during the online
stage, the redundancy factor becomes dynamically adjustable
according to the current network state and runtime fault
conditions. After each copy is scheduled, the orchestration
step evaluates the aggregated reliability Ry, with Eq. 3 to
determine whether the required threshold f; . has been
reached. If the condition is satisfied, the process terminates
early to conserve bandwidth; otherwise, additional copies



are scheduled incrementally until the target reliability is
achieved or all candidate paths are exhausted.

5.4 Complexity Analysis

While both offline and online stages adopt the joint routing
and scheduling method, they operate under distinct execu-
tion workflows and therefore exhibit different computational
profiles.

Offline stage. Network initialization duplicates flows, assigns
device reliability values, and clears resource capacities. The
resulting cost grows linearly with the number of flows,
nodes, and links, i.e.,, O(|F| + |V| + |E|), and remains
marginal compared with subsequent routing and scheduling
operations. Path recommendation derives K disjoint candi-
date paths for each source—destination pair and incurs a
complexity of O (K - (|E| +|V|log|V])), while reliability
evaluation and ranking introduce a minor O(K log K') over-
head. Flow pre-orchestration invokes the joint routing and
scheduling algorithm for all TRS flows. For each flow, up
to K candidate paths are examined, and per-hop timeslot
discovery and constraint verification are performed along a
path of length |L| within the available capacity set C~. The
overall complexity of this stage is therefore upper-bounded
by O (|F| - K -|L| - log |C~|). Overall, the offline-stage over-
head is primarily driven by candidate path computation and
per-flow orchestration, which scale with network topology
and flow population but only applied in the offline phase.
Online stage. FAS assignment labels received replicas based
on their arrival status and incurs a linear cost of O(|F)).
DRS update, as analyzed in Section 3.4, adjusts reliability
scores along the paths traversed by monitored replicas,
with a per-iteration cost of O(|F| - L - Ly,). Network capacity
update reclaims resources previously occupied by failed
flows, which scales linearly with the number of affected
resources and is bounded by O(|V|). Path re-ranking recom-
putes and reorders candidate paths according to updated
reliability values, incurring O(K log K) complexity. Flow
re-orchestration re-invokes the joint routing and scheduling
algorithm only for unqualified flows, yielding a complexity
of O (|Frau| - K - |L| - log |C™]), where |Fr| < |F|. Overall,
although the online stage introduces additional computation
during network adaptation and DRS update, it operates
only on failed flows. In practice, the number of failed
flows depends on fault conditions and is typically limited.
Consequently, the online orchestration overhead remains
significantly lower than the offline global orchestration cost,
rendering the proposed framework well suited for runtime
adaptation in TSN networks.

6 EXPERIMENTS

This section evaluates the adaptability, robustness, and
efficiency of the proposed DARS framework under diverse
network environments and fault scenarios, exploring DARS
performance and underlying mechanisms.

6.1 Setup

Network Topology. We select four representative network
topologies, including the public backbone networks Uunet
and Chinanet [86], a small-scale industrial network, and a
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(b) Chinanet backbone net-
work.

Average node degree: 3.14,
connectivity: 7.67%.

(a) Uunet backbone network.
Average node degree: 3.43,
connectivity: 7.14%.

(c) Small-scale network.
Average node degree: 4.29,
connectivity: 71.43%.

(d) Large-scale network.
Average node degree: 6.62,
connectivity: 16.14%.

Fig. 6: Experimental network topologies.

large-scale network. As illustrated in Fig. 6, these topologies
span different network scales, connectivity densities, and
deployment contexts, thereby covering a wide range of
typical TSN scenarios.

Fault Types and Injection. To emulate network faults
and NSS fluctuations, we consider Interrupted, Lost, and
Delayed fault types, consistent with their FAS definitions in
Section 3.3. In addition, Multi-concurrent failures are injected
by randomly combining multiple fault types, representing
complex and compound fault conditions.

Traffic Configuration. We inject 100 TRS flows into each
network. Each flow has a packet size uniformly selected
from {32, 64, 128} bytes, a fixed period of 1 ms, and a
deadline randomly chosen from {0.5, 1} ms. The reliability
requirement of all flows is set to 99.99%, representing typical
short-period, high-reliability control traffic in TSN systems.

Metrics. Four metrics are employed to comprehensively
evaluate DARS. The accept rate measures the proportion of
flows that satisfy both reliability and timeliness constraints,
directly reflecting orchestration effectiveness under NSS
variations. The E2E delay and jitter quantify the latency
and its variation for successfully delivered flows, capturing
flow-level timeliness after orchestration. Resource Utilization
Standard Deviation (RU-STD) measures the dispersion of
timeslot usage among switches per cycle, serving as an
indicator of load balancing. DRS Standard Deviation (DRS-
STD) characterizes the dispersion of reliability scores among
switches per cycle, indicating the stability and consistency of
switch reliability across the network.

Comparison methods. We review FRER-based routing and
scheduling methods in Table 1. Since dynamic orchestration
incrementally refines an initial static configuration, the static
method results correspond to the first execution round of the
dynamic method. Although several studies [37]-[39] explore
dynamic FRER orchestration, their design philosophies differ
substantially from ours. In particular, [38] jointly consid-
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and intensities across representative network topologies.
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Fig. 8: E2E delay, jitter, and RU-STD under different injected
faults in the large-scale network.

ers spatial and temporal redundancy, while [39] focuses
on failure-triggered recovery modes. As a result, these
approaches do not provide routing—scheduling strategies
directly comparable to our work. To enable a fair and
meaningful evaluation, we therefore select the first-round
static solution and the heuristic-based FRER orchestration
(HFO) method [37] as representative baselines.
Implementation. All experiments are implemented in
Python, including topology construction, DRS update, path
selection, and slot allocation. Each experiment runs for 10
hypercycles, and results are averaged over 20 random seeds
to mitigate randomness.

6.2 Fault-Tolerance Evaluation

To evaluate the fault adaptation capability and convergence
behavior of DARS, we perform iterative orchestration across
four network topologies under Interrupted, Lost, Delayed, and
Multi-concurrent fault scenarios. After each re-orchestration
round, performance metrics are recorded to track the sys-
tem’s evolution. Figs. 7(a)—(c) show the accept rate conver-
gence under single- and three-fault scenarios. Across all
topologies and fault types, the accept rate increases rapidly
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Method « B v [
Basic —0.10 | —0.01 | —0.005 | 0.001
Optimized | —0.50 | —0.05 —0.01 0.01

TABLE 3: Weighting parameter configurations.

and converges within approximately five iterations, indi-
cating that DARS can effectively adapt routing, scheduling,
and redundancy decisions in response to runtime faults. The
final accept rate, however, strongly depends on fault severity.
Under Lost faults, all topologies recover to a 100% accept
rate, since packet loss can be intrinsically mitigated by FRER
replication. Under Delayed faults, the accept rate stabilizes
between 93% and 100%, reflecting timing violations that
can be largely mitigated through schedule adjustment. In
contrast, Interrupted faults result in lower acceptance levels
(66%-100%), as persistent disruptions directly invalidate
certain paths and reduce feasible routing options. The impact
of fault intensity is further examined by increasing the
number of injected faults. With a single fault, all networks
eventually recover to full acceptance. When three faults are
injected, the initial accept rate drops sharply under Delayed
and Interrupted conditions and does not fully recover even
with DARS. Fig. 7(d) further illustrates this trend in the
small network. As the number of faults increases from one
to five, the initial accept rate decreases from 74% to 41%, and
convergence becomes slower. While DARS still converges to
nearly 100% with up to four faults, acceptance drops to 92%
under five faults. These results suggest that, as fault scale
increases, maintaining both E2E timeliness and reliability
becomes fundamentally constrained, even with adaptive
orchestration. Fig. 8 presents the E2E delay, jitter, and RU-
STD in the large-scale network. Under single-fault scenarios,
both delay (around 45 ps) and jitter (around 6 ps) remain
stable due to limited fault impact. Under Multi-concurrent
faults, they are initially high but quickly decrease and
stabilize at about 45 us delay and 5us jitter through DARS
re-orchestration, underscoring DARS’s network optimization
capability. Meanwhile, RU-STD consistently converges across
all cases, indicating that DARS not only restores service
quality but also maintains balanced load distribution.

6.3 Update Methods Comparison

To isolate the contribution of the DRS update mechanism, we
conduct ablation experiments comparing no-update, basic-
update, and optimized-update strategies. The no-update
method disables runtime reliability adaptation, while the



basic-update method applies uniform FAS-based rewards w;
to all traversed switches, where «, 3, , and 6 correspond
to the FAS categories Interrupted, Lost, Delayed, and Qualified.
The optimized-update method adopts the full DRS update
algorithm described in Section 3.4. The weighting parameter
configurations for the basic-update and optimized-update
methods are summarized in Table 3. Fig. 9(a) compares the
accept rate under different network settings. Under 100 flows
(light load) and a single delay fault, all three methods exhibit
similar convergence and reach a 100% accept rate within
three iterations, indicating that simple fault conditions do not
strongly differentiate update strategies. When the number
of faults increases to three, the no-update method degrades
to 89%, while both update-based methods maintain a 100%
accept rate. With 300 flows (heavier load), none of the meth-
ods fully converge; however, the optimized-update method
achieves the highest accept rate (98%), outperforming the
basic-update (97%) and no-update (96%) baselines. This
result demonstrates the benefit of incorporating reliability
updates, with the optimized-update slightly outperforming
the basic-update. Fig. 9(b) further illustrates the evolution of
DRS-STD across iterations. Since DRS directly guides path
selection, excessive reliability divergence may bias routing
toward a small set of perceived “safe” devices, leading to
load imbalance and potential bottlenecks. The optimized-
update method consistently maintains lower reliability fluc-
tuations (STD below 5 across switches) and converges faster
than the basic-update method, whose STD ranges from
approximately 1800 to 4500. This indicates that the proposed
update mechanism promotes more balanced path selection.
We also observe that increasing FAS initial reward slightly
accelerates DRS convergence but has limited impact on DRS-
STD, indicating that performance gains primarily stem from
the structured DRS update mechanism rather than specific
numerical parameter choices, as the update design inherently
suppresses parameter-induced fluctuations. Overall, while
the optimized-update method provides only modest gains
in accept rate compared to the basic-update baseline, it
significantly improves reliability stability and load balance,
which are critical for long-term robustness and scalability in
dynamic TSN environments.

6.4 Redundancy Strategy Comparison

To evaluate the impact of the adaptive redundancy module,
we conduct ablation experiments comparing fixed redun-
dancy factors K = 2,3,4 with the adaptive redundancy
strategy. Figs. 10 (a)—(d) show the accept rate and average
resource utilization of K = 2,3,4 and Adaptive-K in the
large-scale network under one delay fault and three random
faults. With fixed redundancy, the accept rate decreases
sharply as redundancy K increases, reaching nearly 100%
for K = 2,73% for K = 3, and 35% for K = 4. This is
because, in large network topologies, it is often difficult
to find multiple feasible paths to transmit all replicated
flows simultaneously. Although resource usage would be
expected to increase proportionally with redundancy, the
declining acceptance rate alters this trend, leading to average
resource utilization values of 12.98 and 22.53 for one and
three faults with K = 3, which are higher than 12.16 and
14.28 for K = 2, and 7.63 and 7.63 for K = 4. Overall,
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K = 2 offers the best trade-off between acceptance rate and
bandwidth overhead and is therefore the most effective fixed
redundancy choice. In comparison, Adaptive-K consistently
achieves near-100% acceptance rates with lower resource
cost than K = 2. We annotate the average redundancy
in each cycle in Fig. 10 (d), which illustrates its dynamic
adjustment to the runtime network state, decreasing from
K = 2 to about K = 1.9 under one fault and to K = 1.75
under three faults. This reduction corresponds to about
5-12.5% fewer redundant copies in low-risk segments, where
the scheduler considers a single transmission sufficient for
reliability. These results demonstrate that Adaptive-K not
only guarantees high reliability but also reduces redundant
bandwidth consumption, thereby offering greater flexibility
and adaptability.

6.5 Comparison with Existing Methods

We further compare DARS with the static baseline and
the HFO method to evaluate their computational efficiency.
Under 100 flows (light load) and single- or three-delay
fault scenarios, we evaluate the average accept rate and
computation time of both offline and online orchestration



rounds for HFO and DARS. The offline results represent
static method performance, while the online rounds reflect
dynamic adaptation capability. As shown in Fig. 11(a),
both HFO and DARS improve the accept rate through
iterative re-orchestration, indicating that dynamic adaptation
outperforms the static baseline as the network configuration
is continuously optimized. Under the single-fault scenario,
HFO and DARS exhibit identical accept rate evolution and
converge within two iterations, suggesting that simple fault
conditions can be effectively handled by either method.
In contrast, under the three-fault scenario, although both
methods start from the same initial accept rate (66%), DARS
converges significantly faster, requiring 8 rounds compared
to 10 rounds for HFO. This faster convergence highlights
the effectiveness of DARS's reliability-aware orchestration,
which benefits from the DRS update mechanism that con-
tinuously prioritizes more reliable paths. The improved
convergence behavior of DARS, however, comes with addi-
tional but acceptable computational overhead. As shown in
Fig. 11(b), DARS incurs consistently higher computation
overhead than HFO, particularly in later iterations due
to the DRS update process. On average, DARS requires
approximately 0.2 s more computation time than HFO in the
first round, and about 0.55 s additional time per iteration in
subsequent rounds. Despite this overhead, the computation
cost remains stable across iterations and within a practical
range, indicating that DARS achieves faster convergence and
improved adaptability at the expense of moderate runtime
overhead.

7 CONCLUSION

This paper has presented DARS, an adaptive routing and
scheduling framework for TSN fault tolerance based on
FRER. By introducing the DRS, DARS models switch relia-
bility as a dynamic metric that reflects runtime service varia-
tions through FAS feedback. Built upon this reliability percep-
tion, the incremental orchestration process integrates offline
pre-orchestration with online reconfiguration, enabling the
system to proactively adapt to transient, permanent, and
multi-occurrence failures. Furthermore, the proposed joint
routing and scheduling algorithm leverages DRS-driven path
re-ranking and adjustable redundancy to guarantee both E2E
latency and reliability while optimizing bandwidth usage.
Extensive experiments on diverse topologies and fault scenar-
ios demonstrate that DARS achieves fast convergence, stable
fault-tolerance, and efficient resource utilization, significantly
outperforming static or feedback-limited approaches. DARS
provides fine-grain reliability-aware orchestration, offering a
promising pathway for reliable and timely communications
in dynamic deterministic networks.
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APPENDIX
NODE IMPORTANCE METRICS

To quantify the relative role of switches in the network, we
adopt four classical graph-theoretic metrics: degree centrality,
betweenness centrality, PageRank, and core number.
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Degree Centrality (vgg)

Degree Centrality reflects the number of direct connections
of a node, indicating its activity in the local network. For a
node v, it is defined as:

— kv
Vi1
where k, denotes the degree of node v, and |V| is the total
number of nodes in the network.

Vg (v) 17)

Core Number (vcc)

The core number originates from k-core decomposition and
represents the maximum k such that the node belongs to
a k-core subgraph, where each node has degree at least
k. A higher core number indicates that the node is more
structurally embedded in the network.

Betweenness Centrality (vy)

Betweenness centrality measures the extent to which a node
acts as a bridge in the network, i.e., how many shortest paths
pass through it. For a node v:

>

s#EVFEL
where o, is the number of shortest paths between nodes

s and ¢, and o (v) is the number of those paths passing
through node v.

Ot (’U)
Ost

upt (V) = (18)

PageRank (vpgr)

PageRank evaluates a node’s importance by considering not
only its number of connections but also the importance of its
neighbors. It is defined as:

1-d
S 2
u€eN (v)

VPR (’LL)
Fu

’UPR(U) (19)

where d is the damping factor (typically 0.85), N (v) is the
set of neighbors pointing to v, and k, is the out-degree of
node u.
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